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Fusion®

DNA Fusion™ is a trademark of Open Options, LLC.

The DNA Fusion™ Access Control and Security Management System uses equipment that generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with this installation
manual, may cause harmful interference to radio communications. Operation of this equipmentin a residential
area may cause harmful interference, in which case the user will be required to correct the interference at
the user’s expense.

The DNA Fusion™ Access Control and Security Management System shall be installed in accordance with
this installation manual and in accordance with the National Electric Code (N.E.C), ANSI and NFPA 70
Regulations and recommendations.

This manual is proprietary information of Open Options, LLC.

Unauthorized reproduction or distribution of this manual is strictly forbidden without the written consent of
Open Options, LLC.

The information contained within this manual is for informational purposes only and is subject to change at
any time without notice.

Open Options, LLC. assumes no responsibility for incorrect or outdated information that may be
contained in this publication.

This manual has been written for DNA Fusion™ version 7.0 or higher
Publish Date: March 25, 2020

Manual Number: QS-2.0

©Copyright 2002-2020 Open Options, LLC. All rights reserved.

Warranty

All Open Options products are warranted against defect in materials and workmanship for one year
from the date of shipment. Open Options will repair or replace products that prove defective and are
returned to Open Options within the warranty period with shipping prepaid. The warranty of Open Options
products shall not apply to defects resulting from misuse, accident, alteration, neglect, improper
installation, unauthorized repair, or acts of God. Open Options shall have the right of final determination as
to the existence and cause of the defect. No other warranty, written or oral is expressed or implied.

OP€EN OPTIONS’

ACCESS TECHNOLOGY

16650 Westgrove Dr | Suite 150
Addison, TX 75001
Phone: (972) 818-7001
Fax (972) 818-7003

WWW.00access.com



Open Options Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS FOR THEIR
NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license the computer application
known as DNA Fusion herein known as the Software. Documentation shall mean all printed material included with the
Software. Licensee shall mean the end user of this Open Options Software. This Software Package consists of copyrighted
computer software and copyrighted user reference manual(s).

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load a copy of the Software into the
memory of a single (one) computer as necessary to use the Program, and (ii) to make one (1) backup or archival copy of the
Software for use with the same computer. The archival copy and original copy of the Software are subject to the restrictions
in this Agreement and both must be destroyed or returned to Open Options if your continued possession or use of the original
copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or distribute the original copy
or archival copy of the Software or the Documentation. Licensee agrees not to translate, modify, disassemble, decompile,
reverse engineer, or create derivative works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end user customer. By
installation of the software, the end user customer and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to Licensee. Upon
registration by the Licensee, Open Options further warrants that the media on which the Software is furnished will be free
from defects in materials and workmanship under normal use for a period of twelve (12) months following the delivery of the
Software to the Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of the Software
if the media on which the Software is furnished proves to be defective. EXCEPT AS PROVIDED IN THIS SECTION, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT AS PROVIDED IN THIS SECTION, WITH RESPECT TO
ANY PARTICULAR APPLICATION, USE OR PURPOSE, LICENSOR DOES NOT WARRANT THAT THE
PRODUCTS WILL MEET THE LICENSEE’S REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE
COMBINATIONS OF 3RP PARTY SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE
OPERATION OF THE PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR
ITS VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS,
NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ LIABILITY EXCEED THE
PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the Software.

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of any of its terms or
conditions. Upon termination, licensee will immediately destroy the Software or return all copies of the Software to Open
Options, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including patent and copyright laws.
This Agreement will govern any upgrades, if any, to the program that the licensee receives and contains the entire
understanding between the parties and supersedes any proposal or prior agreement regarding the subject matter hereof.
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vV Quick Start Checklist

Install DNA Fusion on the Server
Configure the DNA Fusion Server
Install DNA Fusion on the Clients
Create Operators and Assign Privileges
Create a New Site and Link to Station
Add Hardware

Create and Assign Card Formats
Configure Time Schedules

Create Access Levels

Add Cardholders and Cards

Assign Access Levels to Personnel

00000000 D0O0OODO

Generate Reports

The DNA Quick Start Guide is designed to provide a step-by-step overview of basic installation and setup
procedures for the DNA Fusion™ access control software. It includes a summary of the application’s network
requirements, computer specifications, server and client installations, hardware configuration, and key setup
operations. For a comprehensive set of instructions and documentation, refer to the DNA Fusion User Manual
or Technical Installation Manual.

How THis GUIDE Is ORGANIZED

This guide is divided into eight (8) steps:

e Step 1, “Install DNA Fusion,” details the pre-installation setup procedures and instructs the operator
how to install DNA Fusion on a server or client machine.

e Step 2, “Create Operators,” provides instructions for creating operator profiles and configuring
operator privileges.

e Step 3, “"Configure Hardware,” includes setup instructions for system hardware, such as controllers,
subcontrollers, doors, elevators, etc.

e Step 4, “"Create Time Schedules,” instructs the operator how to configure time schedules and holidays.

e Step 5, "Create Access Levels,” provides instructions for creating global access levels and assigning
them to doors or elevators.

e Step 6, "Add Personnel,” instructs the operator how to add new cardholders to the system, add or
modify credentials in a personnel record, and create personnel groups.

e Step 7, “Assign Access Levels, explains how to assign access levels to cards and personnel groups.

e Step 8, “"Generate Reports,” covers how to generate default reports and provides a list of Hardware
Settings reports that may be useful when bringing the system online.

Quick Start Guide Page 0-1



Introduction

IcoNs AND CONVENTIONS USED

The following icons call attention to useful or important information:

This icon highlights time-saving hints, useful tips, and helpful shortcuts.

portion of your gray matter.

If an action could damage the system, cost big bucks, lock the operator out of the system, or

@ This icon designates information that is important enough to keep filed in an easily accessible
! otherwise bring an end to civilization as we know it, it will be marked by this icon.

In addition to the icons above, this guide uses several typeface conventions to improve readability:
e Special: Indicates a menu item, toolbar option, button, object, or message in the system.

e Boldface: Boldface text, which usually appears in numbered steps, instructs the operator to perform
a specific action.

Page 0-2 Quick Start Guide



Install DNA Fusion 1

v Checklist

Pre-Installation Setup
Install DNA Fusion on the Server
Configure the DNA Fusion Server
Install DNA Fusion on the Clients
Configure the Firewall

000 0O

The DNA Fusion installation process is very straightforward and can be performed without any knowledge of
the software. This chapter addresses the installation of the DNA Fusion software on both server and client
machines. Before installing the application, verify that the computer meets the specifications outlined on
pages 2-3 through 2-5 in the Technical Installation Manual.

Installation Types

This chapter covers two types of installation:

e Server - The computer that hosts the DNA Fusion database and runs the DNA driver.
O The server’s role may be separated into a Database Server and an Application Server.

e Client - A computer that connects to the DNA system via the Local Area Network (LAN) and Wide
Area Network (WAN) but retrieves and saves data to and from the DNA Fusion database.

The DNA Fusion 7.0 setup includes both 32-bit and 64-bit installations for SQL Server 2012 R2 Express. Each
installation has its own requirements, specifications, and tasks.

The setup procedure for both the Database Server and the Client machines must be

performed with an administrator logon.
The setup procedure must be performed for the Database Server prior to any Client

machines.

' If DNA Fusion is being installed on a Windows 2012, 2016, or 2019 Server, follow the
configuration steps that begin on page 2-21 in the Technical Installation Manual. The
o Application Server role should be configured prior to installing DNA Fusion.

driver need to reside on separate servers, contact Open Options Technical Support for
documentation.

@ The setup procedure described in this guide is a typical installation. If the database and

Quick Start Guide Page 1-1
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Install DNA Fusion

Pre-Installation Setup

If installing a server with clients, the following requirements must be configured to establish a successful
connection.
Network Requirements

DNA Fusion must meet certain network requirements in a client/server environment. The following network
scenarios are acceptable for this operation:

e All DNA computers (servers and client workstations) are members of the same Windows domain
regardless of what other applications are operating on the domain.

e DNA computers are members on different Windows domains, but each domain has an established
bi-directional trust in place.

e DNA computers are members on different Windows domains, but each domain is managed under the
Windows Active Directory Service or a master domain.

For security and authentication reasons, Open Options strongly recommends configuring DNA Fusion to
operate in a Windows domain environment. However, if configuring to operate in a workgroup, all computers
running DNA Fusion must be members of a single dedicated workgroup.

A few things to consider with this option:
e This method does NOT provide the same level of security as a domain environment.

e The absence of domain authentication requires that all passwords and users are managed at each
individual PC in the DNA workgroup.

e If SQL Server is being used for data storage, all passwords will be required to be managed at the
SQL Server level.

e Open Options offers limited support for this option (support limited to furnishing documentation).

Open Options is committed to your security and makes every effort to ensure the success of each DNA Fusion
installation. However, Open Options cannot be held responsible for system failure due to non-compliance
with the above network requirements.

A domain is a subnetwork comprised of a group of clients and servers under the control
of one central security database. Within a domain, users only authenticate once to a
centralized server (known as a domain controller) instead of repeatedly authenticating
to individual servers and services. Individual servers and services accept the user
based on the approval of the domain controller.

Services Account Credentials

During installation, a dialog will appear and request a local machine administrative login to run the DNA
driver and COM+ services. This information will need to be obtained from the System User.

Open Options recommends setting the account password without an expiration date.
The services are used as follows:

e DNAdrvr32 Service - Communicates with the controllers.

e COMH+ Services - Reads and writes information to the DNA Fusion database.

Quick Start Guide Page 1-3



Install DNA Fusion

User Group Setup

In order to grant permission to the DNA Fusion database, Open Options recommends configuring a User
Group on the network to simplify permissions for the DNA Fusion operators. However, this step is optional.

The following setup instructions are typically completed by the system administrator:

Domain User Group Setup (DNA_GIlobal)
Open Options recommends creating a Domain User Group prior to installing the DNA Fusion software.
1. Create a global Domain User Group labeled DNA_Global.

2. After the installation of DNA Fusion on the server machine is complete, add the domain group (DNA_
Global) to the DNAUSERS group.

See page 1-9 for more information.
3. Add the DNA Fusion operator(s) to the DNA_Global Domain Group.
This step must be completed prior to adding the operator(s) in DNA Fusion.

For more information on adding operators to the DNAUSERS and Distributed COM Users
groups, see page 1-9.

Page 1-4 QUiCk Start Guide



Install DNA Fusion

Server Installation & Configuration

The following instructions are for Windows Server 2012/R2, 2016 Server/Windows 10 (32-bit and 64-
bit OS). If using SQL Server, it must be installed prior to the installation of DNA Fusion. Open Options
also recommends that the Application Server role be configured prior to installing DNA Fusion. For more
information, see pages 2-21 through 2-28 in the Technical Installation Manual.

Server Installation

1. Download DNA Fusion through the link provided in the License e-mail or from the Open Options website.
The License Agreement screen appears.

& Setup - dnaFusion 7.7.0.31 - = x
License Agreement Y
Please read the following important information before continuing. L 4
Nt

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO &
CUSTOMERS FOR THEIR NON-EXCLUSIVE USE OM A COMPUTER SYSTEM PER THE
TERMS SET FORTH BELOW.

DEFIMITIONS: Open Options shall mean Open Options, LLC. , which has the legal
right to license the computer application known as DMA Fusion herein known as
the Software. Documentation shall mean all printed material induded with the
Software. Licensee shall mean the end user of this Open Options Software. This
Software Package consists of copyrighted computer software and copyrighted
user reference manual(s).

MNext > | cancel |

2. Read the license Agreement, select the | Accept the Agreement radio button, and click Next to
continue.

If | Do Not Accept the Agreement is selected, Cancel will be the only available option.
The User Information screen appears.

@ Setup - dnaFusion TTETX
User Information .
Please enter your information, L 4
A 4
User Name:
awray

Organization:
Open Options

3. If desired, change the User Name and/or Organization and click Next.
The Select Destination Location screen appears.

4. Click Next to accept the default location or click Browse to specify a different location.

The default location is C:\Program Files\DNAFusion for 32-bit OS and C:\Program Files (x86)\DNAFusion
for 64-bit OS.

The Select Components screen appears.

@ setup - dnaFusion - =%
Select Components
which components should be installed? y §
A" =4
Select the components you want ko instal; clear the companents you do nat want to Select the Installation Type from
install. Click Mext when you are ready to continue, .
— the drop-down list.
Standard Client installation
Standard Client installation
Standard Server installation
Full ServerClient installation
Custom installation
[T com+ Packages .00 ME

5. Select the appropriate Installation Type from the drop-down list and click Next.
e Full Server/Client Installation - Installs the objects to support server/client communication.

e Standard Server Installation - Installs the components for a standalone server. Client components will
not be installed.

The Database Server Options screen appears.
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Install DNA Fusion

7.

Select the radio button next to the appropriate Database Server Configuration option and click Next.

Install as Separate Instance - Installs SQL Server Express 2012 and creates the DNA Fusion database.
Continue to step 7.

Existing Server - Creates the DNA Fusion database only; requires an existing version of SQL Server to
be installed on the host computer prior to installing DNA Fusion. Continue to step A.

Existing Database - Uses an existing DNA database on an existing SQL Server. Both components must
be in place prior to installing DNA Fusion. Continue to step A.

Recommended Tnstall Select the radio button next to the
®)lnstall as separatz instence < correct Database Server Configuration
option.

Other install options
Existing Server

Existing Database

An instanced version of SQL Server 2012 will be installed

. From the Instance Name drop-down list, select the SQL Server Instance where the database will be

created and select the radio button next to the correct Authentication Mode.

Click the Test Connect button to verify the connection

to the SQL Server. Click the Next button to continue the st one: KR H— ssgﬁ‘:;\fgf
|nsta ”atlon . Authentication Mode: |nSTOnCe

#) windows Authentication from the
If Existing Server was selected, the Start Menu Folder S S drop-down
screen will appear. Continue to step 7. list.

If Existing Database was selected, the Select Database
dialog will appear. Continue to step B. [ testcomet |

. From the Select Database drop-down list, select the DNAFusion database and click Next.

Recommended: Leave the Apply upgrade script to selected database box checked. This will upgrade
the existing database and write any new fields that are included in the version.

SQL Server Instance: VM-CL-02\OPEMOPTIONS

Select Database _ Select the DNAFusion database
e | from the drop-down list.

A

Select a database from the SQL Server instance for dnaFusion to use.

Click the Next button and select the Licensing option to generate a unique system ID number.

The License screen appears.

HASP Key - Verify that the DNA HASP key is inserted in a USB port on the server running the driver.

Soft Key - Enter the Username and Password provided by Open Options. Requires an Internet
connection.

License File - Install the License File provided by Open Options prior to installation. No internet
connection required.

License Y
How do you wish to license dnaFusion? L @ 4
.

#) Soft Key

Usemame Password

Enter the Soft Key information
provided by Open Options.

A

Unable to locate the license file.
63F23B65-9549-485F-5852-BBBC24ECEF36
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Install DNA Fusion

8. Click the Next button.
The Startup Credentials screen appears.

@ Setp - dnaFusion - =X
Startup Credentials 3
Specify the credentials to use Far the service sccount and COM objects, 4
M

Log on as:

This account:

Password:

| <Back | Mext: | Cancel |

9. Click the This Account radio button.

10. Enter the Credentials and click the Verify button. —
. .. . Local System account
A local machine administrator login must be entered to run the o : f e
DNA driver and COM+ services. This information will need to be "&r;'d;'n;’a{;\h";mdhafmtteda;‘-om.n\ma\u%ma--mm‘
. accounts " Username” or "Computertame!Username"
obtained from the system user. ’
Passwaord: ootraining
Open Options recommends setting the password without an [ ver |
expiration date. See page 1-3 for more information on the fo ke Foted Sempes.Procesd i
Services account. Tost succossil

11. If the login verification is successful, click the Next button to continue the installation.
The Select Additional Tasks dialog appears.

Select the additional tasks you would like Setup to perform while installing dnaFusion,
then click Mext.

Additional icons:
Create a deskion icord
“indows Firewal

Create Firewall Exclusions

12. If desired, check Create a Desktop Icon to add a shortcut icon the computer’s desktop.
13. If desired, check Create Firewall Exclusions to set the firewall exclusions for Microsoft Windows Firewall.

Other software security packages may require further configuration. See page 1-15 for more information
on ports used by DNA Fusion.

The Ready to Install screen appears with a summary of the installation.
14. Click the Install button to start the installation.

15. When the DNA installation is complete, a dialog will appear; click Finish to complete the setup.
The DNA Fusion icon is added to the desktop.

@ Setup - dnaFusion - x|

|
Completing the dnaFusion Setup
| Wizard

Setup has finished installing dnaFusion on your computer, The
application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup.

Einish
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The Station Configuration Dialog and DNA Fusion Login screen appear.

Station Configuration Dialog

Please specify a unique station name and number
before continuing.

Station Marne: W M-CL-01

v

Station Mumber: 1 b4

@ The Station Configuration Dialog only appears the first time the DNA Fusion application is
launched.

16. If needed, select a different Station Number from the drop-down list and click OK.

The Station Name auto-populates with the Windows Computer Name. This information appears in
the DNA Properties dialog as well as on the Status Bar.

The Station Name and Station Number must be unique to the workstation; no other machine
o should have the same name or number.

17. In the DNA Fusion Login screen, enter the Username and Password.
The default operator username is Admin without a password.

18. Click Login.
The DNA Fusion main screen appears.

Personnel
= & Employe

Page 1-8 Quick Start Guide



Install DNA Fusion

Server Configuration

Adding Users to the DNAUSERS Group

The DNAUSERS group determines the DNA operator permissions to the COM+ application that communicates
to the DNA Fusion database.

1. In the Computer Management dialog, expand the Local Users and Groups option.

[ Camputer Managsmure -

Ein fction Yew Help

e 2E 6 HE

& Compater Mansgarmant acal | parne Daserigiion e

¥ fi«eﬂta-l-diﬂ-x Merrhers of this group con remct | Gemp 3

B Task Schaduiar
(] Evert Viewr

i Admirirator  Admiritaton hew completan-. Ly Artiom
B Fachup Dpeors Backup Oparstars can pvamic 2

w &8 Local e and Growp] 5 =

& e 2 Distribuated COM L
an

5 Evernt Lcg Pascdrs

E
E.
B Fistwvcrk Corfiguratio... Ma
v || EPedommance Log e
F
4
F

B arfermance Mariter . bamisars o this
B Power ki
B Rarrcta Dusbics Laars Ma

DNAUSERS Properties ? X

General

Double-ciick on the Groups folder and right-click on the DNAUSERS group. By o

Descrption:

Select Add to Group from the context menu.

WMembers:

The DNAUSERS Properties dialog appears.

4. Click the Add button.
The Select Users, Computers, Service Accounts, or Groups dialog opens.

Select Users, Computers, Service Accounts, or Groups X -
Changes to a user’s group membership

a
Add Femoue | are not effective unti the next time the
user logs or

Select this object type: er logs on.

[Users, Servie Accourta, orGrowps | | oiect Types.

From ths location
[ootocal | | Locations

Enter the object names to select (examples):

Check Names

Advanced. oK Cancel

5. Enter the DNA_Global group and click Check Names to verify the entry.*
See page 1-4 for more information on the DNA_Global group.

It is recommended that the customer create and maintain a global DNAUSERS group on the domain
(DNA_Global).

* If not using the recommended DNA_Global domain group, add the Windows logons for every user
that will be authorized to run DNA Fusion.

6. Enterthe AccountName thatis running the COM+ and DNA driver (steps 5 & 10) and click Check Names
to verify the entry.

If the accounts are located, the configured information will appear in the name field.
Click OK to save the users.

Right-click on the Distributed COM Users group. . _
If the server was set up as a domain member, this | we s

: R e nm XEE BiE
group will be located under the Groups folder. If it [ . =
was set up as a domain server, this group may be 2| B et

v - »

B Cryptographic Operet Distriouted COM Users

Mare Actions

found in the Builtin folder or under Active Directory /
Users & Computers.

i Event Log Readers
Bousts

Bl &b sheabres

9. Select Add to Group from the context menu.
The Distributed COM Users Properties dialog opens.
10. Enter the DNA_Global group and the Account Name that is running the COM+ and DNA driver services.

11. Click the Check Names button to verify the entry.
If the accounts are located, the configured information will appear in the name field.

12. Click OK.
13. Click OK to save the changes.
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Testing the Settings
To test the settings:

1. In the Component Services dialog, right-click on the DNA Fusion COM+ object and select Shut
Down from the resulting menu.

2. Right-click on the DNA Fusion COM+ object and select Start. @

i Bl L
If the COM+ object starts and does not error out, it is properly 3
configured. Proceed to step 3.

If an error is received, ensure that the configured account running L
the COM+ object is a Local Machine Administrator and that the user | “ =™ o
name and password are entered correctly. =

3. If the COM+ object started, continue to log in to DNA Fusion.
If an error was received, verify that the COM+ account is a Local Machine Administrator.

To verify that the account has local machine administrative rights, right-click on My Computer (or This
PC) and select Manage. Expand the Local Users and Groups option and select Groups. The account will
appear in the Administrator group if it has local machine administrative rights.

Server 2003 Only: Depending on the role of the 2003 Server, these local groups may be found in the
Builtin folder under Groups or in the Active Directory / Users & Computers.

& & -

COMbs  COM-0C  COM-
Dead Utities More Actions

. & @
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Database Permissions

The account used to run the COM+ objects, the DNA Driver service, and the DNAUSERS group needs
permission to access the DNA Fusion database.

If needed, install the SQL Server Management Studio application that comes with the DNA Fusion installation
in the following location: CD-DNAvX.XX/CD Extras/SQL Server/SQL Server Management Studio Express (32-
bit). If the 64-bit version is required, it can be downloaded from the Microsoft website.

1. Open SQL Server Management Studio and log in. i’“‘“‘f';j; TES -
2. Expand the Securﬁ’y option and right_click on the Logins subfolder. E?bzfaiz'ix—AmoPENOPTIONS(SQLSeNeMG.SO‘WZ
= [3 Security
3. Select the New Login option from the context menu. @ DB Neviogn
@ £3 Cres Filter »
The Login - New dialog appears. S S penesten
. 3 Login - New - O %
Click the Search button. o —

Fsopt  [FyHep

= Genenl

5. Enter the Service Account Login that is used to | s

A User Mapping Login nzme: | Seath...

run the DNA Driver and click OK. e © Wndows ashercaon
The user is added to the Login - New dialog. Sl S

6. Select the User Mapping option from the dialog
menu on the left.

The User Mapping section opens.

7. Select the DNA Fusion database. O S
H Login - Mew - [m] x
Selecta page cF
= Scipe = Help
= Goner = See Lh
2 Server Anies
& Lisers mepped to this Ingin:
g Securbies | Mam Datatase Ler Defauk Schemn
= Sata TS DNAFisn
[ master
] modd
O madh
[0  temcds
Con Ditabaze rake membership for: DNAFUsian
[] cb_aceeseadmin
Sewer [] ch_beckupaperscr
OODOCEWXAWOPENDFTION 5] o dtamender
Conrection: [ cb_datawmer
Ohawray [] db_ddladmin
e [] ch_denyctemmader
By View ecnnection properlise [] ch_denyiatmwiter
[ cb_awrer
Progress [] cb_securtyadrin
public
@ Emor ocourmed k4

Cancel

8. Check the following permissions for the user.
e db_datareader
e db_datawriter
e db_ddladmin

9. Click OK to save the settings.

10. Repeat steps 3 through 9 for the user accounts of the DNA Fusion operators and grant them access
to the db_datareader option.

e If a database administrator will be responsible for future upgrades, their login will heed to be added
with access to the db_datareader, dib_datawriter and db_ddladmin options.
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NOTES:
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Client Installation

1. Download DNA Fusion through the link provided in the License e-mail or from the Open Options website.

The License Agreement screen appears.

‘@ Setup - dnaFusion 7.7.0.31 TE ]
License Agreement .
Please read the following important information before continuing, L 4
e

Please read the falloning License Agreement. You must accept the terms of this
agreement before continuing with the installation.

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO &
CUSTOMERS FOR THEIR NON-EXCLUSIVE USE OM A COMPUTER SYSTEM PER THE |=
TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC., which has the legal
right to license the computer application known as DNA Fusion herein known as
the Software. Documentation shall mean all printed material induded with the
Software. Licensee shall mean the end user of this Open Options Software. This
Software Package consists of copyright=d computer software and copyrighted
user reference manual(s).

)1 gccept the agreement!

1 do not accept the agreement

Next > | cancel |

Read the license Agreement, select the | Accept the Agreement radio button, and click Next to
continue.

If | Do Not Accept the Agreement is selected, Cancel will be the only available option.
The User Information screen appears.

1@ Setup - dnaFusion _ = x

User Information
Please enter your information.
.~ g

]
|
J

User Name:
awray

Organization:
Open Options

If desired, change the User Name or Organization and click Next.
The Select Destination Location screen displays.

Click Next to accept the default location or click Browse to specify a different location.

The default location is C:\Program Files\DNAFusion for 32-bit OS and C:\Program Files (x86)\DNAFusion
for 64-bit OS.

The Select Components screen appears.

Select the Standard Client Installation from the drop-down and click Next.

e Standard Client Installation - Installs the client components necessary to support server/client
communication.

Select the components you want ta install; dear the components vou do nat want to
install, Click Mext when you are ready to continue,

Standard Client installation o
Standard Client nstallation .
Standard Server installation
Full Server/Client installation
Custom installation

[C]COM+ Packages 6.0ME

Select the Standard Client
Installation from the drop-
down list.

If the station will be used for badging, select the Enable Badging checkbox.
The Client Setup screen appears.

Enter the Station Name or IP Address of the DNA Server ftg;rntggme
or the machine running the DNA COM+ Application and o oo nsaies e or IP Address
click the Next button. oo i of the DNA
The DNAShare folder contains the COM+ Proxy installation fj,f;,e,,rg the
and is populated with the correct information. By default, Sl o ey OB S el e DNA COM+
this folder is shared; however, permissions to the folder driver.

may need to be assigned.

! Do not change this field unless instructed by Open Options Technical Support.

Quick Start Guide
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10.
11.

12.

Click the Next button to create the default shortcut in the Start Menu or click the Browse button to select
another folder.

The Select Additional Tasks dialog appears.

If desired, select the Create a Desktop Icon checkbox to add a shortcut icon the computer’s desktop.

Select the additional tasks you would like Setup ko perform while installing dnaFusion,
then click sk,

Additional icons:
Create o deskiop icor
Wwindows Firewal

Create Firewall Exclusions

The Create Firewall Exclusions checkbox is selected by default. This allows the DNA Fusion installation to
set the firewall exclusions for Microsoft Windows Firewall.

Other software security packages may require further configuration. See page 1-15 for more information
on ports used by DNA Fusion.

Click Next.
The Ready to Install screen displays a summary of the installation.
Click the Install button to start the client installation.

When the installation is complete, a dialog appears; click Finish to complete the setup.

@ Setup - dnaFusion - 75X ]

[ Completing the dnaFusion Setup
| Wizard

Setup has finished installing dnaFusion on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

| {atnch dnaFusion

Finish

The DNA Fusion icon is added to the desktop.
Log in to DNA Fusion.
The default operator username is Admin without a password.
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Firewall Configuration
If a firewall will be enabled, it will need to be configured to allow communication between the server,
client(s), and the controller, if connected via Ethernet.

TCP Port 135 is used for authentication and TCP Ports 3555 and 3557 are used for driver communication. If
the driver is not running when the clients connect and they need the ability to start the driver, Port 3556 will
need to be added as well. TCP Port 3556 enables communication to the DNA Service Agent (dnaagent.exe).

Ports 3558 and 3559 are used by the DNA Fusion Update application. The ODBC System DSN DNA Reports
uses SQL Server Port 1433 to generate reports. Port 3560 is used for DMP and Flex API connections.

By default, DCOM is free to use any port between 1024 and 65535 when it dynamically selects a port for an
application. Open Options recommends configuring DCOM to use a 500 port range on the server and each
client PC that will connect to the DNA Database Server (Example: 1087 to 1587).

DNA Fusion also uses port 3001 for TCP communication between the server and the SSP(s) in the field
connected via Ethernet.

To share a folder or file, create an exception for File and Printer Sharing by opening ports 139 and 445 for
TCP connections and ports 137 and 138 for UDP connections.

1. From the Conftrol Panel, open the Administrative Tools.

The Administrative Tools dialog opens.
2. Double-click Component Services and expand the Component Services and Computers.
3. Right-click on My Computer and select Properties.

The My Computer Properties dialog opens.

Select the Default Protocols tab.

5. Highlight the Connection-oriented TCP/IP object and click the Properties button.
The Properties for COM Internet Services dialog opens.

Properties for COM Internet Services *

6 . c I i C k t h e Ad d b U ttO n. ? Use the port ranges controls to add or remove port ranges from

':-ﬂf—- the port categories for use with packet fittering or firewal

The Add Port Range dialog appears. : seftware.

Port Ranges

Add Port Range X

Enter port or port range in the form nnnn or nnnn-nmmm. For
oy example "4000" or "4000-4010".

Port range: “

oK Cancel Add... Bemove Remove All

Port range assignment

7. Enter the Port Range and click OK. g hh:f:wa_ram: - iiranet range
8- CliCk OK tO save the Sett|ngs. Intemet range Intranet range
9. Click CK to close the dialog. Cance

10. Reboot the PC.
Repeat steps 1 through 10 on the server and all client workstations.

11. Open Windows Firewall and create Exceptions for the following ports.

e Port 135
O Permit Incoming Traffic on the Server
O Permit Incoming & Outgoing Traffic on the Clients

e Ports 3555, 3556, 3557, 3558, 3559 and 3560
e Port 1433
e Port 3001
e Server / Client Ports - 500 Port Range: 1087 - 1587 (from example above)
e Ports 137, 138, 139 & 445
12. Click OK to save the setting.
13. Click OK to close the dialog.
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v Checklist

O Add the Operators
O Create the Operator Profiles
O  Assign Operator Privileges

System operators often have different roles in managing and monitoring the security software application.
Therefore, the operators are limited to the specific tasks they will be performing within the system. DNA
Fusion is designed to accommodate a range of application access levels by using operator levels, passwords,
and operator privileges. This chapter will show you how to add and modify system operators, configure
operator profiles, and assign privileges to those operators.

Configuring Operators

Adding an Operator

1. Select DNA / Administrative / Operator Maintenance / Operator Privileges from the Main Menu.
OR

Available DNA Operators x
Open the Operator Browser and double-click the Operators object. EYE-Mail Hosts| -
] DNA WorkStations
OR =X Operators
& Admin
Click the DNA Properties button on the Standard Toolbar and select Edit Operators. ; e
- bol =
N/} H H -l boogie
The Operator Privileges Editor dialog appears. b
Operator Privileges Editor x -l flavio
{is fran
~ Edit Operator [ — B fred LA
L. Operator Profiles & Gaell
Operstor Name: | Admin -] het, R
Operator Profile: admin - ,m SSZ&“; f_u LILLTY Y
Operator Environmert: Use Local Environmen it - I(L, Available DNA Operators -
Operator View Setting Level L . @ 5
7| Operator Enabled
Alow Web Access -
Operator Statistics Fassword
Locked Out Status: ~ NORMAL
Logon Attempts 0
Faled Logons 3
Successful Logons: 113
Date Created 06/22/05 00:00:00
Last Logged On 03/04/2008:33:13
K Concel
Help
& Password Verification *
2. Click the New Operator button. €B| fu.., e
Password:
The Password Verification dialog opens. Verfication: |
View Setting Level 1 et

If Use Strong Passwords is checked in the DNA Properties dialog, the Password
Verification screen will display the required parameters as well.

3. Enter a name in the Operator field.

Quick Start Guide Page 2-1
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4.

10.

11.

Enter a Password.

Has lower case letters

Has upper case letters

If Use Strong Passwords is checked, the password must contain a lowercase letter,
an uppercase letter, a punctuation character, a numeric character, and meet the
minimum 8-character length requirement.

Has punctuation characters

Has numeric characters

X X X X %

Meets minimum length requirement

Re-enter the password in the Verification field.

If desired, check the Force operator to change his/her password on first login checkbox.
Click the Add Operator button.

The Operator is added to the Operator Name drop-down list.

Select an Operator Profile to assign to the selected operator.

The Operator Profile determines the privileges that the operator will have within DNA Fusion. See page 2-5
for more information.

Operator Name ‘Admin - |

Operator Profile:
Operator Environment:

Operator View Setting:

Select the Operator Environment from the drop-down list.

The Operator Environment is the view that the operator will have upon logging in to DNA Fusion. If any
setting other than Local Environment is selected, the view will be pulled from the database. See page
4-19 in the DNA Fusion User Manual for information on configuring Operator Environments.

If Local Environment was selected in the Operator Environment field, select the Operator View Setting
from the drop-down list.

The Operator View Setting is stored in the local registry and refers to the setting that will be displayed
when the selected operator logs in. More information regarding operator views can be found on page
4-19 in the DNA Fusion User Manual.

Click Apply Changes or OK to save the changes.

Removing an Operator
Open the Edit Operator dialog.
Select the Operator Name from the drop-down list.

Click the Remove Operator button. &&B| S
A dialog will appear to confirm the deletion.

Changing an Operator’s Password
Open the Edit Operator dialog.
Select the Operator Name from the drop-down list.
Reset

Click the Reset Password button. | P& powed
The Password Verification dialog appears.

@ Password Verification X

Operator: Local Administrator

x ki

Enter the new password and click OK.
A dialog will appear to confirm the change.

Password:

Verfication:

/ Alternatively, select File / Set Password from the Main Menu to change the password for
the current operator.
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Configuring Operator Profiles

The DNA Administrator has the authority to assign permissions and operator levels for all operators. These
parameters will determine what the operator will be able to view and control or to what he/she will be able

to respond.
Adding a Profile
1. Select DNA / Administrative / Operator Maintenance / Operator Privileges from the Main Menu.
OR
Open the Operator Browser and double-click the Operators option.

OR
Click the DNA Properties button on the Standard Toolbar and select Edit Operators.

The Operator Privileges Editor dialog appears.
2. Select Operator Profiles from the dialog menu.
The Operator Profiles dialog opens.

- Station Settings Operator Profiles
- DNA Properties
Situation Manager Operator Profile: admin
Edit Operators B 1 -ardvere] Add New
Operator Profiles ) Access Levels Erui
E-Mail Enable @] Personnel
- Watchbar Settings @) Alarms %;’ﬂwe
[#- Personnel Properties 2 meports =
- Hardware Tree Behaviol [ views Profile SSP
us

ASSA Settings @ Actions
% Graphics

{3 Direct Commands

+Z) Schedules

JH Station Levels

Y Filters

&L, Operator Filters

(s Operator Settings

& Operator Import Settings

Sk

Apply
H Cancal Changes

Help

Add New

3. Click the Add New Profile button. i
The Add DNA Operator Profile dialog appears.

#® Add DNA Operator Profile *

Profile Name:

Add x Cancel

4. Enter a Profile Name and click the Add button.
The Operator Profile is added to the drop-down list.
5. Configure the Operator Privileges.
See page 2-5 for more information.

administrators. Use caution when configuring operator levels that affect the administrator
profile so that the account is not locked out of the system entirely. Avoid making any
. changes to the administrator profile.

' Configuring system operators is an administrative task and is only available to system
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Profiles can be removed if no operators are currently assigned to the profile.
1.

2
3.
4

ik W=

Removing a Profile

Open the Operator Privileges Editor dialog.

Select the Operator Profiles option from the dialog menu.
Select the Operator Profile from the drop-down list.
Click the Remove Profile button. B fe”

The Operator Profile is removed from DNA Fusion.

Editing a Profile
Open the Operator Privileges Editor dialog.
Select the Operator Profiles option from the dialog menu.
Select the Operator Profile from the drop-down list.
Edit the profile.
Click the Apply Changes button to save the changes. .

' The Apply Changes button must be selected in order for changes to be saved. If not,
changes will be lost when selecting another operator or closing the dialog. If the Apply
@ Changes button is NOT selected, DNA Fusion will prompt the operator to save the changes.

the next time the operator logs into DNA.

If an operator is logged in when a profile is changed, the changes will not take effect until

Page 2-4
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Assigning Operator Privileges
Open the Operator Profiles dialog as described on page 2-3.
Select the desired Operator Profile from the drop-down list.
Expand each item in the menu and configure the profile’s specific privileges.

privileges and their descriptions.

@ See pages 4-9 through 4-15 in the DNA Fusion User Manual for a complete list of operator

The Privileges section is where the administrator can configure the various operator permissions to
determine what the operator can and cannot do within the system.

The Privileges section consists of main categories and subcategories. Each item in the privileges tree
has an Edit Properties option as well as various command/task options. If a command/task is checked,
the option will be available for any operator(s) assigned the profile.

=-ll Hardware "
/ £ ® Monitor Point
Main category i g Allow Edit Properties: Read-Write
Allow Direct Control
i[] Require Text on Contral \
-] Trace History Edit Properties

Control Point
i g7 Allow Edit Properties: Read-Write

/" Lok H
Subcategory Allow Direct Contral

"] Require Text on Control

. Trace History
Command// .
Task Options -} Time Schedules
(|10 Holidays
-3 Access Area

To configure the operator privileges, use one of the following methods:
e Configure each sub-item individually using the Edit Properties drop-down menu and checkboxes.

=-ll Hardware
@ Monitor Point

P4~ lcw Edit Properties | Read-Write v

Allow Direct Control [sygna®

["] Require Text on ConlRead Onl

Trace History Read-Write
Edit Properties:

O None - Selecting this option makes the field Hidden so that the operator has no visibility to the
field.

O Read Only - Selecting this option makes the field Read Only so that the operator can view, but
not edit, the data in the fields.

O Read-Write - Selecting this option makes the field Read-Write so that the operator can view as well
as edit the data in the fields.

e Configure each category by right-clicking on the category header and selecting an option.
E-E Select All

Remove All
All Read Only

All Read Write
All Hidden

Do Not Require Control JText
Require Control Text

e Configure each sub-category by right-clicking on the subcategory header and selecting an option.

E-‘ Hardware
[ ] 0

Select Group

Remave Group

All Read Only
All Read Write
All Hidden
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Options:

O Select All / Select Group - Selects all checkboxes beneath the group; grants full privilege to the
group.

O Remove All / Remove Group - Unselects all checkboxes beneath the group; revokes privilege to
the group.

O AllRead Only - Selecting this option at the top level of the tree will make all the Edit Properties
fields in the group Read Only so that the operator can view the data in the fields but cannot edit.

O Al Read Write - Selecting this option at the top level of the tree will make all the Edit Properties
fields in the group Read Write so that the operator can edit as well as view the data in the fields.

O AllHidden - Selecting this option at the top level of the tree will make all the Edit Properties fields
in the group hidden so that the operator has no visibility to them.

4. Expand the Station Levels header and select the Station Levels for this operator. £ 8 Station Levels

-[/] Station Level 1

The DNA Administrator has the authority to assign the station levels for the Operator e e

-] Station Level 3

Profile. This setting determines which stations the operator has permission to log on to. ¥ Station Level 4

- Station Level 5
Station Level 6

If the station is checked, the operator will be authorized to use any stations configured B
with the station level as defined by the DNA Statfion Level setting in the Host Settings / =i e

Station Level 9

Station Settings dialog. See page 3-3 in the DNA Fusion User Manual for more information. - Station Level 10

5. Expand the Operator Settings category.

It is important to configure the Operator Settings. These settings are a series of operator parameters
that are defined within the Privileges panel along with the operator’s privileges.

=X Operator Settings

--{ia Log Failed Logon as Alarm: Not a DNA Alarm

-l Restrict Logon Attempts: 0 (Infinite)

-l Lockout Operator Following Failed Attempt: Until Reset
--fi Restrict Active Logon Days: 0 (Infinite)

-l Restrict Active Logons: 0 (Infinite)

--fl Force Password Change: 0 (Infinite)

-y DNA Administrator: System Level

--fls Generate Alarm After Inactivity: No

--{ Homepage:

--fls HTML Viewer:

® The DNA Administrator Level determines the administrative capabilities of the operator.

Anyone designated as an administrator can add operators, configure operator profiles,
and access DNA Properties.

The options for administrator levels are:

e None - Operator only; no administrator privileges or capabilities.

e System Level - Can assign and edit any profile level (System, Regional, or Local).

e Regional Level - Can assign and edit Regional and Local profile levels.

e Locallevel - Can assign and edit Local profile levels.
6. Click Apply Changes to save the configuration. ‘ Apply ‘

Changes

@ Changes button is NOT selected, DNA Fusion will prompt the operator to save the changes.

The Apply Changes button must be selected in order for changes to be saved. If not,
changes will be lost when selecting another operator or closing the dialog. If the Apply

@ If an operator is logged in when a profile is changed, the changes will take effect the next

time the operator logs into DNA.

Page 2-6
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v Checklist

Create a New Site

Link Station to Site

Add Channel(s)

Add Controller(s)

Add Subcontroller(s)

Add Door(s) and Elevator(s)
Configure the Card Formats

0000000 ~DO

Assign Card Formats to the Controller

In addition to setting up the hardware field devices for the access control system, the hardware properties
must be configured in DNA Fusion so that the software can communicate with the field devices. This chapter
explains how to add hardware to the system and configure the required hardware properties. It also provides
instructions for creating and assigning card formats.

not included in the Quick Start Guide. For more information on hardware, see Chapter 8

@ DNA Fusion offers an extensive number of hardware features and control options that are
in the DNA Fusion User Manual or Chapter 3 in the Technical Installation Manual.

Configuring Hardware

Add the hardware in the following order:
1. Site - The collection of channels and controllers that communicates with a common driver.
2. Channel - The virtual pathway of communication from the host to one or more SSP controllers.

3. Controller - The data-gathering panel that makes local access decisions and stores information such
as access levels, time schedules, triggers, and macros.

4. Subcontroller - One of a series of circuit boards that communicates information about field devices like
readers, contacts, and motion detectors upstream to the controller.

5. Access Control Model (ACM) - A group of objects that, when associated together, form an entry point
that is commonly associated with a door or elevator.

Creating and Linking a Site

A Site is a collection of channels and controllers that communicates with a common driver (DNADrvr32). A site
is the driver that communicates with the hardware of a given system. The system can have a maximum of
63 sites, and each site can have a maximum of 255 channels.

Most installations will only have one site with multiple channels. Each site is essentially a
separate driver that communicates to the controllers on the designated channel.
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Creating a Site

The first step in adding hardware is to create a site to establish communication with the driver. The hardware
uses the driver to communicate with the database. This step must be performed from the DNA Fusion server.

server after installation. The server station will need to be linked to the site. See Linking

@ A Site will be automatically added if the DNA Driver (DNADrvr32) service is started on the
to a Site instructions below for more information.

To add a new site: @ Addsite x
1. Open the Hardware Browser and right-click inside the browser. Humber:
Name:

2. Select New Site from the context menu.
The Add Site dialog appears.

Description

[ Use full qualiied domain name

3. Select a Number for the site from the drop-down menu. oz L Lecd

. . . . Port: 3555
The dialog will auto-populate with the next available Number. o

Enter a Name for the site. ok | 9 Conce

5. If desired, enter a Descripfion to help identify the site.
6. Click the Local button to add the workstation’s location information to the Location field.
This provides the computer’s name on which the site’s driver resides.

7. The Port field automatically defaults to port 3555.
This is the TCP/IP port used by the station to establish communication with the site’s driver.

8. Click OK.
The Site is added to the Hardware Browser.

Linking to a Site
The site must be linked to the server workstation to create the communication path for the driver.

@ Client workstations will automatically link to the site.

1. Right-click in the Hardware Browser and select Link Station to Site.
The Site Properties dialog opens.

@ Harcware Propert o X

mmmmmmmm

2. Select the Site Number entered in step 3 under Creating a Site.
The site information automatically populates in the dialog.
e Number - The site identification number.
Status - The online or offline status.
Name - The user-defined site name.
Location - The name of the computer on which a given site’s DNADrvr32 resides.

Port - The driver machine TCP/IP port that is used to establish communication with the site’s driver.
(Default = 3555)

Subcontrollers - The number of subcontrollers actively connected (online) to the site.
Connection Type - The type of connection to the site.

O Local - Server workstation

O Remote - Client workstation

3. Click OK to save the settings.
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Adding a Controller (SSP)

The controller is the data-gathering panel that |® semewreposems comoero %
makes local access decisions and stores information || ;g Proeere S re—
such as access levels, time schedules, and triggers || === 770" al FT™
and macros. Each setting is discussed in detail T
Sie: Sie 1: 00 Training ["]Cewnicad On Damand Exsmpt
below. sourer T
1. In the Hardware Browser, right-click on the e
Site or Channel object and select Add SSP. Here Page
The Controller Properties dialog opens. e B .
2. If needed, select an Existing Channel from the o Coreesm o ==
drop-down or click the New button to configure S
a new channel. See page 3-6 for information T st 3 ===
about add|ng a channel. x  Coned Password: Offire Time 15000 ms (defaul)
3. Ifdesired, check Download On Demand Exempt -~ |
to override the Download on Personnel Demand
setting in the DNA Site (Driver) Configuration
dialog.
See page 20-3 in the DNA Fusion User Manual for more information.
4. If using a Serial connection, select the controller’s Physical Address from the drop-down.
5. Enter a Description (typically location- or function-related).
6. Select the Controller Type from the drop-down list.
7. If desired, toggle the Controller Enabled checkbox to enable or disable the controller.
Disabled controllers appear gray in the Hardware Browser and do not communicate with the DNA driver.
8. Select the GMT Offset from the drop-down list.
The GMT Offset is the number of hours offset from Greenwich Mean Time.
9. 1If desired, select a Time Schedule Set or Holiday Set to associate with the controller.
For more information, see pages 4-5 and 4-9.
10. If desired, check the Use Daylight Savings checkbox to automatically adjust the controller for daylight
saving time.
11. Enter the channel information.
e If Ethernet (TCP/IP) Channel, enter the IP Address.
Configure the controllers with the desired IP address prior to setting them up in DNA
@ Fusion. For more information on assigning a controller’s IP address, see page 3-6.
Information is also available in Chapter 2 of the Hardware Manual.
e If IP Client - Remote (TCP/IP) Channel, enter the MAC Address.
e If Serial Channel, no information is required; however, the Physical Address will need to be set to a
unique value on each controller.
e If Modem Channel, enter the Phone Number. The phone number should not contain any dashes,
spaces or parentheses. A comma creates a pause.
12. Select Stored Quantities from the dialog menu.
See page 3-13 in the Technical Installation Manual for more information on Stored Quantities.
13. Select any desired Confroller Flags and adjust any Quantities as needed.
14. Click the OK button to save the settings.

Connection Utility to disable them in the database. See page 5-3 in the Technical Installation

@ If a new Controller is added to DNA Fusion that is not network ready, use the Controller
Manual for more information.
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Adding a Channel

A channel is a virtual pathway that determines a communication route from the DNA Fusion server to one
or more SSP controllers. DNA Fusion can communicate with the controllers via Ethernet, Serial or Modem
connections. Controllers that are connected via Ethernet or Modem can have one channel per SSP, while
controllers that communicate via Serial channels can have multiple SSPs per channel.

1. In the Hardware Browser, right-click on the desired Site. i .
2. Select Add Channel from the context menu. E:NwL hamws
The Add Channel dialog appears. s::::‘:pe- [Eteme: Grerre) \
3. Configure the dialog fields. if:::;m :::ﬁ.‘ame :}
e Site Number - The hardware’s location. (Auto-populated) b e .
e Channel ID - The channel identification number.
% oo

Description - The user-defined channel description.

Channel Type - The method of communication connection. See pages 3-7 and 3-8 in the Technical

Installation Manual for more information on configuring the various channel types.

O Ethernet (TCP/IP) - If desired, the following options can be changed: SSP Reply Timeout, TLS
Encryption, and TCP/IP Retry Count. Enter the IP Address in the Conftroller Properties dialog. See
page 8-51 in the DNA Fusion User Manual for more information. The majority of channels use an
Ethernet (TCP/IP) connection.

O Serial - Select the COM Port from the drop-down list.
O DialIn/Out - Select the Modem Name from the drop-down list.

O [P Client - Remote TCP/IP - Provides the ability for panels to connect to the driver rather than the
normal method of the driver connecting to the panel. Used in situations where the panels are
behind a Hosted/Managed firewall. Only one per site can be used.

The following options are determined by the user’s Channel Type selection:

COM Port - Identifies the COM Port for serial connections to the controller. (Serial configuration only)

TLS Encryption - Determines whether the TLS Encryption is always required or only required if
available. (TCP/IP configurations only)

SSP Reply Timeout - SSP timeout in milliseconds. Recommended settings are 200-400 milliseconds for
Serial channels, 600-800 milliseconds for TCP/IP channels.

TCP/IP Retry Count - Number of times the driver will re-attempt communication between the host and
a controller after an unsuccessful attempt. Recommended setting is 10,000-20,000 seconds. (TCP/
IP configurations only)

Baud Rate - Rate of transmission to the SSP. (Serial configuration only)
Modem Name - Modem designation in the Control Panel. (Dial In/Out configurations only)

RTS Mode - On/Toggle/Off/CTS-RTS Handshake (Serial configuration only)

O On - Fixes the state of the RTS pin to ON. This setting is used with RS-232 with Hardware
Handshake.

O Toggle - Tells the port handler to set the RTS output to ON when data is being sent. This setting
is used when the COM port is used in half-duplex mode, such as 2-wire RS-485 connection.

O Off - Fixes the state of the RTS pin to OFF. For instance, setting 0 is used with RS-232 without
Hardware Handshake.

O CTS/RTS Handshake - Regulates communication based on the amount of traffic. This setting selects
full hardware flow control. Hardware handshake is required if data transfer must be paused
momentarily. Connections to the modems, terminal emulators (Lantronix), or connections at
baud rates above 38,400 baud will require hardware flow control.

Listening Port - Identifies the port on the server that remote panels will use for communication. Open
Options recommends Port 3001. Only one per controller can be used. (Remote TCP/IP only)
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Assigning the Controller’s IP Address

To configure the controller’s initial settings, such as the IP address, the operator must first establish
communication with the controller using one of two methods:

e Direct Connect e MercZeroConf

e ZeroConfig Tool e Installation Assistant Utility

Direct Connect

Prior to establishing an Ethernet connection, the operator can an Ethernet cable to directly connect the
controller board to a computer and configure the initial settings. Connect the cable directly to the computer,
open a web browser and enter the static IP address assigned to the controller.

Verfy the computer’s IP address is within the same range of the hardware default 192.168.0.251. If not, set
the computer’s IP range to a 192.168.0.X range.

MercZeroConf

The MercZeroConf is a tool that is used to discover controllers or network subcontrollers within a system. The
MercZeroConf can be accessed once DNA Fusion is downloaded along with other discovery tools. This tool
does not allow the user to chnage any of the information displayedon this utility. After clicking the Discover
button, the utility display’s network information regarding the Panels / Subcontrollers in the system. That
information includes the following:

° M AC Ad d ress 55! DNAFusion/Mercury ZeroConf Utility - o X
) I P Ad d re ss MAC Address IP Address Part Product Type Seral Panel Fimuware Version Status Dip Switches Mode EncryptMode Ne A
° PO rt D0:0FESOBEATS 10027203  |3001  |LP Series 1002500 | 1501/DCantroler | 1.27.5.0614 Offine | 4=0ff, 3-OFF, 2-0ff, 1=0ff | Server | None MIF
00FES00:B2:A4 | 10.06.12 3001 EP Series 13709 | 2500/EP 1.264.05% Onling | 4=0ff, 3-OF, 2-0ff, 1=0ff | Server | None Ore
Y P rod u Ct Ty pe 000F:E500.CE:91 |10.0.15.3 301 |EP Series 461 PIM 1501 12750613 Oniine 4=0ff, 3=0n, 20, 1=0n | Server | None Lar
000FES0751:40 |10.0.1579 (3001  EP Series 1047679 | 1502/D2 12750613 Online | 4=0ff, 3=OF, 2=0f, 1=0n | Server | None: Rei
° Se ri a I 00:0FES:03:FAAT | 10.0.968 3001 EP Series 62178 |1501/DCortroler | 1.27.2.0607 Onling: 4=Cff, 3=0ff, 20, 1=0n | Server None: QA
00OFESD17BCS 1001870 |3001  EP Series 84810 1502/D2 12750613 Offine | 4=0ff, 3-OFF, 2-0ff, 1=0n | Server | None
° Pa ne I D0.OFESO77E3N (1001550 3001 | EP Series 1051082 | 150202 12750613 Orling | 4=0n, 3=On, 2-0n, 1=0n | Server | None Lar
000FE503:3471 | 10.0.9.10 3001 EP Series 1328 4502/1X 12750614 Online | 4=0ff, 3=OF, 2:0f, 1=0ff | Server | TLS Required
° F| rmware Ve rs | on D0:0FESO02433 1001917 |3001 | EP Series 7275 1502/D2 1.24.1.0560 Offine | 4=0ff, 3=0FF, 2:0, 1=0n [Server | TLS i Avallable
00:0FE506:1F60 | 10.0.173 3001 EP Series 1024285 1502/D2 12750613 Online | 4=0ff, 3=OFf, 2=0ff, 1=0ff | Server | None: Nic
° Statu s 00:0FE5:06:64.C2 |10.0.1250 3001 EP Series 1030845 | 1502/D2 12750613 Orling 4=Cff, 3=0ff, 2=0ff, 1=0ff | Server None
00:0F:E5:03:8D:8E | 10.0.16.2 3001 EP Seiies 53208 | 1501/DControler | 1.27.5.0613 Offine | 4=0ff, 3-OFF, 2-0ff, 1=0n | Server | None
H D0:0FESOBFBSA (10021215 (3001 | LP Series 1005869 | 1502/D2 12750614 Offine | 4=0fF, 3=OF, 2:0f, 1=0ff | Server | None She
e DIP Switches p—
000FE5:03:0525 | 10.0.17.2 3001 EP Series 120350 1502/D2 12750613 Offine | 4=0ff, 3-OF, 208, 1=0ff | Server | None
° M Od e D0:0FE5:08:F6:96 |10.098 3001 |LP Series 1001520 | 4502/L% 12740609 Online | 4=0ff, 3O, 2=0ff, 1=0n | Server | None:
D0:0F:E5:06:3C:DC | 10.0.1251 300 EP Series 1015263 | 1501/DCortroller | 1.27.5.0613 Onling 4=0ff, 3=0ff, 20, 1=0ff | Server None: v
< >
[ ]
E n Cy pt M (0) d (S Rows: 36 Discovery Type: | Panels | Maximum secondsto resolve: |3 Discover

Notes OEM Code

Clicking on any discovered panel in the MercZeroConf tool will open that panel’s Internal Webpage. The
Discovery Type drop-down allows the user to switch between discovering controllers and subcontrollers.
Netwok subcontrolllers (NSC-200) are the only type of subcontroller that can be discovered using this tool.

1. Locate the MercZeroConf folder.
Default path: Local Disk (C:)/Program Files (x86)/DNAFusion/Tools/MercZeroConf.
2. Double-click on the MercZeroConf application.
The MercZeroConf tool opens.
3. Select the Discovery Type.
Click the Discover button.
5. Click on a desired Panel / Subcontroller.

@ The Subcontroller Discovery Type will only locate network subcontrollers (NSC-200).
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NOTES:
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Installation Assistant Utility (IAU)

1. Locate the IAU folder.

Follow path: Local (C:)/ Program Files (x86)/DNAFusion/Tools/
IAU.

Install the IAU.
During the IAU setup, check the Bonjour 64 component.

ﬁ Open Options |AU 1.0.35 Setup: Installation Op..  — *

| Please select components to install

Select components to install: O
Bonjour 64
Installation Assitant Utility PHP Code
Mongoose Web Server
Mercury REST Web Service
O Mercury Web Service Test Client

Click install to open the Bonjour Installer or click Browse to
select a destination to download the installer.

5. Once the IAU setup is complete, click Close and open
Internet Explorer.

Space required: 18,2MB

6. Type Localhost on the web browser.
The Installation Assistant Utility webpage opens.

Cancel

At the top of the IAU main page, the installer can add a Site name, a Site address, and a User name.

®

7. To connect to the controller, click your selection
from the discovery list or manually add it by clicking
Add Manual.

A progress bar will appear showing the connection
progress before bringing you to the controller’s
webpage.

Click the Discover/refresh button if a recently
assigned controller is not shown in the Assigned
controllers list.

System controllers

Any testing done BEFORE entering
a User name will not show in the |
Verified by column of the report. —

Discover / refresh | Add manually

Site name | |

Assigned controllers

Type MAC SN

Comm. Address

Fl
]

IR
HEHEEEE

UNKNOWN 00:0F:E5:00:C9:91 4461 10.0.15.3:3001

s5P-D2 00:0F:E5:01:63:BF 52685 10.0.21.222:3001

S5P-D2 00:0F:E5:07:7E:31 1051082 10.0.15.50:3001

s5P-D2 00:0F:E5:00:29:A5 7133 10.0.31.202:3001

s5P-D2 00:0F:E5:00:C1:C2 30742 10.0.21.100:3001

DController 00:0F:E5:02:36:DD 45581 10.0.31.217:3001

s5P-D2 00:0F:E5:00:C1:C4. 30744 10.0.21.203

New session Load session Save session

Erase system test results Detail view Report test results

Finish testing

© Open Options (2014) Ver: 1.035

ZeroConfig Tool

1. Set all DIP switches to the ON position and cycle power.
This allows the board to receive a default DHCP IP address.

2. Open the SSPZeroConf application. ‘%} SopLerocont
Default location: Open Options, Inc.
32-bit OS - C:\Program Files\DNAFusion\Tools\ZeroConf\SSPZeroConf.exe
64-bit OS - C:\Program Files (x86)\DNAFusion\Tools\ZeroConf\SSPZeroConf.exe
The SSP ZeroConfig dialog appears.

3. Select the desired Controller by the unique MAC Address and click the Configure button.
The MAC Address is located on the controller and the box.

b Open Options, Inc. 55P ZereCanfig - o *
The Configuration dialog for the selected controller opens. | () openaprions: Ssp
4. If desired, enter any Notes relevant to the hardware | o]
component and click the Save Changes button. Select 3 557 Quick nfo
i EP-4502 (MACQOOFESC33AT 1) Hast Name
5. Select Network from the dialog menu. i P Address
. SSP/D2 (MACOODFESDOCTCZ) ort
The Network Settings screen appears. S0 (MACUOOFE5023010) ’
DController (MACOOOFESO38DEE) Firmware
. . SSFY/EF (MACDOOFESODE2AL)
6. Select Use Stafic IP Configuration and enter the IP Address, Pi-150 heACHFSO0CS57) st
. . SSP/D2 (MACOOOFESO17BCS) otes
Subnet Mask, and Default Gateway information as well as | S ilmdame b
the DNS Server Address.
This information must be obtained from the customer.
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7. Click the Save Changes & Reboot button to apply the
configuration to the controller.

8. If desired, select Advanced from the dialog menu to open
the controller’s internal webpage and configure additional
settings.

When Advanced is selected, ZeroConfig automatically
creates a user and logs them in to the internal webpage.
See page 3-9 for more information on the internal webpage.

9. Close the SSP ZeroConfig dialog.

10. Set all DIP switches to the OFF position and cycle power.
This places the board in the normal operating mode.

& Open Cpticns, Inc. SSP ZeroCanfig

OPEN OPTIONS' SSP
ZeroConf
corfiquration
Network Settings
Settings .
‘@ Use DHCP method to obtain IP address automatically
Nlotes Hostname |
Nt . MACOOOFES007057 [Default
advanced
) Use Static IP configuration
1P Address 3
Subnet Mask 55,2
Default Gatway [ 17 0 31,25

@ Obtain DNS server address sutomatically

0 Use the following DNS server address:
DNS Server 31,

[ €ana Fhannar 6 Daknat

Operators can NOT assign an IP address in the 169.254.xxx.xxx range to a controller. This
range is reserved for Automatic Private IP Addressing (APIPA). APIPA is used to assign an
@® address when a device is configured for DHCP but DHCP servers are not available.

If unable to access the Configuration dialog in ZeroConfig, use the controller’s internal
webpage to configure the IP address. See page 3-9 for more information.
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Internal Webpage
Open a web browser and enter the controller’s IP address in the address bar.

2. Log in using the default Username and Password.
The Home screen of the Configuration Manager appears.

recommends creating a new user and turning DIP switch 1 OFF.

The default username is “"admin” and the default password is “"password.” Open Options

3. Select Network from the menu.
The Network Setftings screen appears.

SSP-D2 Configuration Manager

Network Settings

| Interface 2 (NIC2)

chavior on both this web config and through host comm.

OR
Select Use DHCP Method to Obtain IP Address Automatically and enter the Host Name.

Select Use Static IP Configuration and enter the IP Address, Subnet Mask, and Default Gateway information.

By default, the host name consists of "MAC” followed by the numbers in the device’s MAC address.

@ This information must be obtained from the customer.

Click Accept.
If desired, select Host Comm from the menu.
The Host Communication screen appears.

7. Configure the settings as needed and click Accepft to apply the changes.
e Communication Address - Identifies the address used O

SSP-D2 Configuration Manager

Host Communication

to communicate with the controller. This setting must
match the Physical Address field in DNA Fusion.
g:::cc;:lllnf:]" Communication

[Juse 1Pv6 Only

O IP Configuration - Set the address to 0. ovancos Notwo_ ey

O Serial Configuration - Set a unique address number o s
for the SSP controller. ot o) O otz o Acrss
e Use IPvé6 Only - Uses an IPv6 address. pumorzed P pdirss.
e Connection Type - Specifies the type of connection. comesion e st secuny
O P Server - Standard TCP/IP. e norur st e

O [P Client - Panel can be set to automatically phone
in to send transaction information. Requires the
operator to create a trigger/macro combination in
DNA Fusion.

e Data Security - If desired, select Password/AES encryption.
e Port Number - Default is 3001.

e If the Connection Type is set to IP Server, the controller can be configured to allow all IP addresses
or only authorized IP Addresses. This limits the IP addresses that can connect to the 3001 port. If

used, enter the DNA server’s IP address in the Authorized IP Address field.

Quick Start Guide
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10.

11.

12.

13.

14.
15.

If desired, click the Device Info option to view a summary of the settings.

The Time and Product ID, as well as properties that have been configured (e.g. Firmware Version, Serial
Number, Device Name, DIP Switches, etc.) is displayed.

SeleCt UserS fl"0m the menu. 0 SSP-D2 Configuration Manager
The Users screen appears.

Users

User Name Level Netes

If needed, add a new user:
a. Click the New User button.
The User Account dialog opens.

b. Select an Account Level for the user.
Edit Delete -Iﬁm!m
O 1 - Allows the user to view and edit all settings.
] )
O 2 - Allows the user to view, but not modify, the —
settings. Restricts access to the User and Restore/ O et o ot
Default pages in the Configuration Manager. (DSt ot
O 3 - Only allows the user to access the Device Info et s
pa g e . (only 0-8, a-z, A-Z, (period), -(hyphen) are allowed)
c. Enter a Username (4-10 characters) and a Password
[pisable web Server [Jenable Door Forced Open Filter
(6'10 CharaCters) for the user. [JEnable Diagnostic Logging Disable Default User
[lpisable USB Interface [pisable SD Card Interface
d. Click the Save button. Dlomsbe Zarocont D Discovery

@ The Username and Password are both case-sensitive.

Configure the settings and click Submit to apply any changes:

e Password Strength - Determines the password requirements.
O Low - Minimum 6-character length.
O Medium - Minimum 6-character length. Two of the password strength criteria must be met.

O High - Minimum 8-character length. Three of the password strength criteria must be met. Password
is checked to verify that it is not based on the user name.

e Session Timer - Determines the web session timeout. (Max = 60 min)
If DIP switch 1 is ON, the following options will display in the Users screen:

e Disable Web Server - Closes port 80 and disables access to the configuration webpage. To re-enable
the web server, set DIP switch 1 back to the ON position and deselect the Disable Web Server
checkbox.

e Disable Bonjour - If checked, the ZeroConfig tool can NOT be used for configuration. Both the Disable
Bonjour and Disable Web Server checkboxes must be unchecked in order to discover and configure
the device.

If desired, select Auto-Save from the menu.
The Auto-Save screen appears. Click the Save Settings button to save any changes.

e Startup Routine - Determines how the controller will perform if changes are lost.

e Auto Save - If enabled, volatile memory is written to flash. The frequency of this action is specified
in the Delay Before Save field.

If desired, select Restore/Default from the menu.
The Restore Settings screen appears.

e Restore Default - Reloads the factory settings.

e Restore Current - Reloads the current operating settings.

Click the Apply Seftings button to save all changes made in the Network and Host Comm settings.
Click Log Out to exit the Configuration Manager.
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Adding Subcontrollers
1. In the Hardware Browser, right-click on the Controller object and select Add / Add Subcontroller.
The Subcontroller Properties dialog opens.

@ Hardware Properties: Sub-controller 1.2.2 x

+ Sub-controller
= Advanced

Site: Site 1 OO-TRNG-WX-JM2 S55P:  1.2- Fort Worth Office

Sub-controller (S10); 510: 2 |~ | [¥/Match Physical Disable SIO

Description: Main Entrance
Home Page: -]
Attributes Type / Preview

Physical Address -

Reply Channel
Send Channel:

Inputs 8
Outputs: 3
Readers: 2

) ok | Alarm Text:

Enter a Description for the subcontroller.

If desired, check Match Physical; the SSP will attempt to communicate with the subcontroller number
that matches the predefined address settings. This address must match the DIP switch setting on the
board.

OR
If Match Physical is unchecked, select a Physical Address.
If desired, click the Browse button to associate a Home Page with the subcontroller.
5. Select the Type of subcontroller from the drop-down list.
A preview of the board displays in the Type / Preview panel.
e If the NSC-100 subcontroller is selected, continue to step A.
e If the NSC-200 subcontroller is selected, continue to step D.
e If GTWY, PIM400-485 or AD 300 is selected, see Chapter 7 in the Hardware Manual.
e If Virtual SIO, Salto Router or Aperio Hub is selected, see Chapter 9 in the Hardware Manual.

e For all other subcontrollers, continue to step 6. Mode

Controller DHCP

a. If NSC-100 is selected from the Type drop-down, select the Mode.

O Controller DHCP - The NSC-100's MAC address is automatically assigned an IP address from the
controller, and the embedded DHCP server loads the IP address into the NSC-100.

O Public DHCP - The NSC-100’s MAC address is automatically assigned an IP address from the
public DHCP server, and the embedded DHCP server loads the IP address into the NSC-100.

O Stafic Address - The NSC-100 will be manually assigned a static IP address using the MR51E
Address Tool.

Both Controller DHCP and Static Address methods require that the NSC-100/200 and the
controller be in the same subnet and not isolated by network switches.

b. Enter the IP Address for the NSC-100.
c. Enter the MAC Address found on the NSC-100's on-board RJ-45 socket.

d. If NSC-200 is selected from the Type drop-down, select the Mode.
O Stafic Address - The NSC-200 will be manually assigned a static IP address set in the NSC200
Configuration Manager.

O Public DHCP - The NSC-200's MAC address (Host Name) is automatically assigned an IP address
from the public DHCP server, and the embedded DHCP server loads the IP address into the NSC-
200.
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If desired, enter Alarm Text.
If desired, select the Advanced menu option to configure the advanced settings.
See page 3-21 in the Technical Installation Manual for more information.
8. Click OK to save the settings.
The subcontroller appears in the Hardware Browser.
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Assigning a Static IP Address to the NSC-100

If the NSC-100 subcontroller’'s Mode is set to Static Address, the IP address must be manually assigned
through the MR51E Address Tool. This method requires the NSC-100 and the controller to be in the same sub-
net and not isolated by network switches.

For information on using the Controller DHCP and Public DHCP addressing methods, see
page 3-33 in the Hardware Manual.

The following software and firmware versions are required:
e NSC-100 Application Firmware: 1.4.2 or higher
e NSC-100 Loader Firmware: 1.1.11 or higher
e Controller Firmware: 1.14.7.0282 or higher
e MR51E Address Tool: 1.0.5 or higher
e Microsoft .NET Framework: Version 4 or higher
To set the static IP address:

9. Verify that all of the controller’s DIP switches are set to the OFF position.
This places the controller in the normal operating mode.
10. Set the NSC-100's DIP switches to the following configuration to enable static IP addressing.

SELECTION S1 S2 S3 S4
Static IP Address ON ON | OFF | OFF

11. Power cycle the NSC-100.

12. Open the MR51E Address Tool.
Default Location:

e 32-bit OS - C:\Program Files\DNAFusion\Tools\MR51eAddressTool.exe

e 64-bit OS - C:\Program Files (x86)\DNAFusion\Tools\MR51eAddressTool.exe
The MSC MR51e Address Configuration Tool dialog appears.

The MRSI1E Address Tool will automatically locate all NSC-100’s that are currently in
programming mode,; however, they must meet the Application Firmware requirement.

13. Select the desired NSC-100 from the Devices in Programming Mode list.

14. Enter the Static IP Address, Subnet Mask, and Default
Gateway in the corresponding fields.

BN MSC MR51e Address Configuration Tool - X

Devices in Programming Mode:

15. Click the Assign Static Address button. E—
The IP address is programmed to the NSC-100.
16. Set the NSC-100's DIP switches to the following
configuration: MACAddress: [
SELECTION S1 | s2 | s3 | sa . sorens connsson

[10.031785 [255.255255.0 [10031253

Static IP Address OFF | ON | OFF | OFF

tatic |P Address : Subnet Mask Default Gateway :
17. Power cycle the NSC-100 or press the S2 Reset button S_jid_ | [——
on the device.

|P Address Assignment History:

If the IP address was successfully assigned to the SR | St DL e —
NSC-100, the device’s information will populate in the | |. r
Current IP Configuration and IP Address Assignment History

sections of the dialog.
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Assigning a Static IP Address to the NSC-200

The NSC-200'sIP address can be assigned through the subcontrollerinternal webpage (Configuration Manager).
There are two (2) methods for discovering a NSC-200, either by Direct Connect, or the MercZeroConf tool.

Direct Connect

Verify that the computer’s IP address is within range of the network device. If the [[arnaseere x
computer is not in range of the NSC-200’s IP address (Default: 192.168.0.251), | ey s
changing the IP range of the computer is required to configure the NSC-200. See | cmeuns _
page 3-5 for information on Direct Connect. 5 e e Goecim (1
To change the computer’s IP range: T“'“E””;“m e .
Locate the Network and Sharing Center. Q'Fesagdigs;hmgf e )
. . . e S
2. Click on Change adapter settings option. E;Mmﬂmwnmmmunm,pm
3. Right-click on Ethernet and select Properties. ‘ - — o :
4. Highlight Internet Protocol Version 4 (TCP/IPv4) and click Properties. ”;:ﬁ”ﬁ:jgmm,,,mmmmpm o
The Internet Protocol Version 4 (TCP/IPv4) Properties window opens. s B e e
Select Use the following IP Address. ok Cance
In the IP address field, enter the default network settings needed to It N R Y i 5
connect to the controller. Genel
e Enter the IP address (range: 192.168.0.xxx) Eﬂ?é:;agﬁa‘%gﬁf:j”””ee““3":5“”””“””’“”m‘”‘sm’
e Enter Subnet Mask: 255.255.0.0 gj:jg;;;’;;:jj::;:js‘j“@"“
. P addes: L. ]
e Enter Default Gateway: 192.168.0.1 — e
7. Select Ok. Default gateway: I:l
M e rcze roco nf (@) Use the following DNS server addresses:
Prfared D servar I
To discover the desired NSC-200. lemate DN s L]
1. Open the MercZeroConf file and double-click on the MercZeroC Dlvaidste setinge ocn Adianced..
application. —
Default path: Window (C:) / Program Flles (x86)/DNAFusion/Tools/ MercZeroC.
Click on Discover Type drop-down menu and select Subcontrollers.
Click the Discover button.
Double-click on the desired NSC-200.
The NSC200 Configuration Manager opens.
5. Configure the IP address. See Setting the IP Address

Setting the IP Address
Configure the IP address of the NSC-200 to a predetermined static IP address on the network.

1.
2.

Open an internet browser (use Internet Explorer for the best results).

Type the NSC-200’s default IP address (192.168.0.251) in the URL and press Enter.

A page display’s that the site is not secured.

Select Advanced and proceed to the website.

NSC200 Configuration Manager page opens.

Set DIP switch 1 to ON. See page 3-44 in the Hardware Manual for more information.

Enter default username and password in the field provided (Username: admin / Password: password).

In Network Settings, change the IP Address, Subnet Mask, and Default Gateway to match the original
computer settings.
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Adding Doors

A door, also referred to as an Access Control Model (ACM), performs two functions: it validates access
requests, and it manages and monitors the access point. It is possible to configure a door without a physical
reader, if only door monitoring functions are required.

DNA Fusion supports three types of doors: Single, In & Out, and Turnstile.

Adding a Single Door
1. Inthe Hardware Browser, right-click on the Door under the Confroller and select Add Door / Use Default.
OR
Right-click on the Controller and select Add / Add Door / Use Default.
The New Door dialog opens.

/ Doors can also be added through a specific reader. See page 3-19 for more information.

@ Hardware Progertics: NEW Doar %

Address
Sile Site 1: 00 Training

Cortrulr: 1.1: Dallas Office (2nd Floor)

Doar Number: Daor Type: | Normal v
Other

Descngtion: ACH 4

Horms Pags:

Point Alarm Properlies

Ahernate Pricity. @ v Securty Level . normal
Do Nat Load Horne Page on Alam

Herm Media Fie

ANarm Ted-

o
Camera: *None*

it Cancel Templates
- Templata Name: *Hone®

Descnotion:
Sppliceion Noles:

If needed, select the appropriate Door Type from the drop-down menu.
3. Enter a Description for the door (typically location-related).
4. If desired, click the Browse button to associate a Home Page with the door.

See page 3-27 in the Technical Installation Manual for more information on the remaining Common
Properties.

5. Select Door Objects from the dialog menu.
6. Select Single from the Type drop-down.
7. Set the remaining Door Properties.
If this is a PIM or AD door, specify the Extension (Ext.) Mode.
8. Select the Reader from the address drop-down list.
9. Select the Contact and Request to Exit objects to configure the door settings.
10. Select the Strike from the drop-down list.
See page 3-29 in the Technical Installation Manual for more information on each Door Object.
The Edit buttons will become available as each hardware object is selected.
11. If desired, set the Strike Time and Held Time under the ADA Settings.
These settings only apply if the ADA Mode flag is checked in the Cardholder’s Record.
12. If desired, configure the remaining dialogs: Advanced, Macros, and Auto Unlock.
See Chapter 3 in the Technical Installation Manual.

13. Click OK to save the settings.
The door is added to the Hardware Browser.
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Adding an In and Out Door
1. Inthe Hardware Browser, right-click on the Door under the Controller and select Add Door / Use Default.
OR
Right-click on the Conftroller and select Add / Add Door / Use Default.
The New Door dialog opens.

/ Doors can also be added through a specific reader. See page 3-19 for more information.

2. If needed, select the appropriate Door Type from the drop-down menu.
3. Enter a Description for the door (typically location-related).

If desired, click the Browse button to associate a Home Page with the door.

See page 3-27 in the Technical Installation Manual for more information on the other Common Properties.
5. Select Door Objects from the dialog menu.

@ Hardware Properties: NEW Doar x

- Comman Properties I
- Door Objects
- Advenced Doar Praperties

Macros Time: Inand Out - LED Mada: Mo Change = Edit...

- Auts Unlock
Pre-Alam 0 s=c > Held Time: 10 sec

Est. Mode:

Reader

Address *None® - Edit.
Deask Med=: | Card Only r Type:  |Normal

Offine Mode: Facility Code =

Contact
Address *Nonz® r Edit-.

‘Ot Reader
Addeza: *None™ = dit..

Pair Doar: ACM 5 =
Ok Strike

Addreas: *Nane™ - Edita.
® Cancel Activation: =gac - Mode: | No impact on strike r

ADA Settings
Strkce Time: 56 sec |- Hold Tme: |0 30c

Select In and Out from the Type drop-down.

If needed, select the In Reader from the drop-down list.

The Edit buttons will become available as each hardware object is selected.
8. Select the Contact from the drop-down.

Select the Out Reader from the drop-down list and verify the Pair Door: selection.
10. Select the Strike and continue to configure the door settings.

See page 3-29 in the Technical Installation Manual for more information on each Door Object.
11. If desired, configure the remaining dialogs: Advanced, Macros, and Auto Unlock.

See Chapter 3 in the Technical Installation Manual.
12. Click OK to save the settings.

The door is added to the Hardware Browser.
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Adding a Turnstile
1. Inthe Hardware Browser, right-click on the Door under the Conftroller and select Add Door / Use Default.
OR

Right-click on the Controller and select Add / Add Door / Use Default.
The New Door dialog opens.

/ Doors can also be added through a specific reader. See page 3-19 for more information.

2. If needed, select the appropriate Door Type from the drop-down menu.
3. Enter a Description for the door (typically location-related).
If desired, click the Browse button to associate a Home Page with the door.

See page 3-27 in the Technical Installation Manual for more information on the remaining Common
Properties.

5. Select Door Objects from the dialog menu.

(@ Hardware Properties: NEW Door X
¢~ Common Properties Door Objects
i~ Door Objects -
o Advanced Door Properties
- Macros Type: Turnstile - LED Mods:  No Change = Edit...
- Auto Unlock
Pre-Alam: 0 sec - Held Time 10 sec s
Ext. Mode: lone @ Strike Mode Pulse on Grant hd
Reader
Address *None™ - Edit
Default Mode: | Card Only A Type Normal
Offline Mode: Facility Code | =
Contact
Address *None* - Edit
Request To Exit (REX)
Address *None* > Edit

vt
Address *None* - Edit

b4 Cancel Activation 5 sec x Mode: | No impact on strike

ADA Settings
= Stke Tme:  Sesec |- Held Tme: |0 sec

6. Select Turnstile from the Type drop-down.
The Strike Mode field will appear under the Door Properties section.
7. Select the desired Strike Mode from the drop-down:
e Pulse on Grant - Pulses the turnstile when access is granted.
e Pulse on Door Cycle - Pulses the turnstile when the arm is cycled.
8. If needed, select the Reader from the drop-down list.
The Edit buttons will become available as each hardware object is selected.

9. Select the Contact from the drop-down.
10. Select the Request to Exit (REX) from the drop-down list.
11. Select the Strike and continue to configure the door settings.
See page 3-29 in the Technical Installation Manual for more information on each Door Object.
12. If desired, configure the remaining dialogs: Advanced, Macros, and Auto Unlock.
See Chapter 3 in the Technical Installation Manual.
13. Click OK to save the settings.
The door is added to the Hardware Browser.
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Adding a Door From a Reader
In the Hardware Browser, expand the Subcontroller and right-click on the desired Reader object.

Select Add Door / Use Default from the context menu.

OEI Pmpertiesm
The New Door dialog opens. “;%;1[6 e
Enter a Description for the door (typically location-related). Add Door ; Eﬁ m—
If desired, configure the other options in the Common Properties dialog
per the descriptions on page 3-27 in the Technical Installation Manual. Bl rempiates..
{at

Select the Door Objects option from the dialog menu.

The Door Objects dialog auto-populates with the reader address as well as the addresses for the next
set of available points. See page 3-29 in the Technical Installation Manual for more information on Door

@ Herdware Properties: NEW Door X
----- Common Properties Door Objects
i~ Door Objects -
-~ Advanced Door Properties
" Macros Type Single - LED Mode: No Change - Edit...
.- Auto Unlock
Pre-Alam: 0 sec - Held Time: 10 sec
Ext. Mode
Reader
Address 1.1.1.R1: - Edit...
Default Mode:  card Only | - Type: | Normal
Offine Mode: | Facility Code | -
Contact
Address L1101 - Edit....
Request To Exit (REX)
Address 1.1.1.12: - Edit...
s
Address 1.1.1.01: = Edit...
#  cancel HEEne 5 sec = Mode: | No impact on strike -
ADA Settings
Help SmkeTme: | S6sec |- Held Tme: |0 sec

If desired, configure the remaining dialogs: Advanced, Macros, and Auto Unlock.
See Chapter 3 in the Technical Installation Manual.

Click OK to save the settings.

The door is added to the Hardware Browser.
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Adding Elevators

Elevators fall into two categories:

e Non-Feedback - The elevator does not have tracking capability.
O Requires an output for each floor (x per cab)
O Requires a reader inside each cab

e Floor Selectors - The elevator is capable of tracking movement.
O Requires an output for each floor (x per cab)
O Requires a reader inside each cab
O Requires an input for each floor (x per cab)

in the Confroller Properties / Stored Quantities dialog. See page 3-13 in the Technical

@ Before an elevator can be added, the Elevator Control parameters must be configured
Installation Manual for more information.

1. Inthe Hardware Browser, right-click on the Elevators object under the Conftroller and select Add Elevator.
OR
Right-click on the Controller and select Add / Add Elevator.
The New Elevator dialog opens.

visible in the tree. Right-click in the white space of the Hardware Broswer, select Tree

® The Elevators object must be checked in the Hardware Tree Properties for the object to be
Properties from the menu, and check Elevators under the "All Objects” Tree Items heading.

& Hardware Propertics: MEW Elevatar X

- Comman Properties
- El=wator Objects

- Elavator Barsmeters Address =
.. Auto Unlock Sie: Sie 100 Teiing —
Cortrolier: 1.1: Dallaz Office (2nd Aoor)

Hevetor Momber: Door Type: | Noemal v
Other
Desergtion: A 4
Homa Page
Point Alarm Properties
Ahemnate Pricrly (1] z Securty Level. MNormal
Dio Mot Load Home Page an Alam
Hermn Media File

Marm Teat:

k
Camerz; *Hone*

® Cancel Templates

Templalz Name: *None*
Desengtion:

Bpplication Notes:

2. Enter a Description (typically location-related).
See page 3-39 in the Tech Installation Manual for more information on the remaining Common Properties.

3. Select Elevator Objects from the dialog menu.
See page 3-41 in the Tech Installation Manual for more information on each Elevator Object.

Select the Elevator Type from the drop-down list.
5. Enter the Floor Quantity from the drop-down list.

6. Select the Reader to pair with the elevator.
The Edit button will become available when the reader is selected.

7. If Elevator Type was set to Elevator Reader (Floor Selectors), select the First Input from the drop-down list.
Select the First Relay from the drop-down list.

If Elevator Type was set to Elevator Reader (Floor Selectors), select the Selection Delay time from the
drop-down list.
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10. Select the Relay Duration from the drop-down list.
11. Configure the Floor Groups section. See page 3-41 in the Technical Installation Manual for information.
12. If desired, configure the Elevator Parameters and Auto Unlock dialogs.

See Chapter 3 in the Technical Installation Manual.

13. Click OK to save the settings.
The elevator is added to the Hardware Browser.
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Card Formats

The Card Format dialog defines a format for the controller to take the raw card data and format it into fields
for access request processing. Multiple formats allow personnel to use badges with different facility codes
and/or data lengths.

Configuring Card Formats

1. In the Hardware Browser, double-click on the Confroller object.
OR
Right-click on the Confroller object and select Properties.

2. Select Cards and Dual Comm from the dialog menu.

The Cards and Dual Comm dialog appears. @ Haraare Propertis: Contoler 1. x
Controller Properties
3. Click the Edit Card Formats button. e —
. 0. HID 26 BIT with FC 50 |=| 8 [8d)
The Card Formats Dialog opens. 1D 26 o win 7 115 ol s
@- Card Formats D\E\Dg % 2 | HID 26 BIT With FC 55 | = 10 [Ral
3. HID 26 BIT With FC 62 [=] 1 (=)
Description: 4. | HID 26 BIT With FC 75 || 12 [8d)
Format Number: 1 Facility Code: 0 5. HID 26 BIT With FC 77 = 13 =
Card ID Offset: 0 Card Fomat 3 [ 1 2
P - 7 [=] 15 =
Bits Quantity Bits: 26 | EditCard Formats | | ResetAll |
Facilty Code Quy: 8 Sat: 1
Cargholder ID: [ 16 Sat: |9 HostMacro: | *None™ )| & Ean. |
Issue Code: Qty: 0 Sat: |0 R
Even Parity Bits: Qty: 13 Start: 0 [C]Enable
Odd Parity Bits: Qy 13 Start 13 ‘ v, v ‘ Connection T Serial
@ Edi D New Save ‘ % Cancel ‘ 1 (Ethernet (TCP/IP)): TCP -
I ond
Copy @ Removs & oo ‘ Help ‘

4. Select an option: New, Copy, or Edit.
Use the instructions below to complete the process.

Creating a New Card Format

Click the New button.

Enter a Description for the new card format.
Enter the Facility Code.

Select the Card Format from the drop-drop list.
Enter the desired values in the Card Format fields.

S

Click the Save button to save the configuration.
The new format is added to the Description drop-down.

Copying a Card Format
Select the Card Format from the Description drop-down and click the Copy button.

2. Change the name in the Description field.
3. Enter the correct Facility Code and/or change any desired values.
4. Click the Save button to save the configuration.

The new format is added to the Description drop-down.
Editing a Card Format
1. Click the Edit button.
2. Edit the desired values in the Card Format fields.
3. Click the Save button to save the changes.
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Identifying Card Format Information

DNA Fusion allows the operator to easily identify the bit format and the facility code for an access credential.

1.
2.

Present the card to a reader.

Open the Events Grid and look at the Event Data for the Access Denied: Invalid Card Format event to
determine the bit format.

D Events

D |Event Time Panel Time

First Name Last Name |Event Data

Address Index | Event Description Card #

Description

Assign the generic card format that contains the same bit structure as the card to the controller.
See Assigning a Card Format to the Controller instructions below.

In the example above, the operator would select the HID 26 BIT With FC.

Present the same card to the reader a second time.

Check the Event Data for the Access Denied: Facility Code event to determine the Facility Code (FC).

D Events

ID | Event Time ‘ Panel Time |Address Description | Index ‘ Event Description ‘ Card # ‘ First Name ‘ Last Name ‘ Event Data

04/22/14 14:01:01 04/2214 14:01:01 @ 147812 ICU Paddle (10a-2p & 5p-8p M-Sun w/H) 223 Became Inactive

Create the card format by following the instructions on page 3-17 for Copying a Card Format.

Assign the newly created card format to the controller.
See Assigning a Card Format below.
Overwrite or delete the generic card format added in step 3.

8. Download the changes to the controller.

Assigning a Card Format to the Controller

Up to eight card formats (0-15) may be active simultaneously for each controller. Multiple card formats allow
the operator to use facility codes or different data lengths, as is frequently encountered in large corporate

systems.

1. In the Hardware Browser, right-click on the Controller and select Properties from the context menu.

The Controller Properties dialog opens.
2. Select Cards and Dual Comm from the dialog menu.

~ Controller Properties
- Stored Quantities
‘- Cards and Dual Comm

Cards and Dual Comm

Card Formats

HID 26 BIT With FC 115 B
HID 26 BIT With FC 50 |
HID 26 BIT WithFC 75 [~
HID 26 BIT Multiple FC

HID 26 BIT With FC
HID 26 BIT With FC 62

3. Select the desired formats (0-15) from the Card Formats drop-down fields.

o R W N= O

4. Click OK to save the formats to the controller.
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v Checklist

a Add Time Schedules & Time Sets
a Add Holidays & Holiday Sets

Time Schedules are predetermined time blocks that can be used to control access and automated operations
in DNA Fusion. They can be linked to access levels to regulate at what time a cardholder is allowed to access
an entry point(s). Time schedules can also be used in conjunction with triggers to initiate predefined system
actions, known as macros. When linked to time schedules, certain devices will change behavior based on
different times of the day or week.

A Holiday Type can be associated with a time schedule to permit exceptions to the normal schedule. For
example, a schedule that is applied to a door could contain an exception for observed holidays so that the
door would not unlock on specific holidays.

Configuring Time Schedules

Time schedules are user-defined time ranges and associated days of the week that are stored in the controller
to regulate access control. A time schedule consists of up to 12 time intervals. Each interval consists of a
Begin and End time as well as an option to associate holidays with the schedule.

Each controller, by default, can store up to 255 time schedules. All time schedules are stored remotely at the
controller once downloaded (along with personnel information and access levels).

Adding a Time Schedule

1. Click the Time Schedules button on the Standard Toolbar. o
The Time Schedules Browser opens. Schedules

2. Right-click in the Time Schedules Browser and select New Time Schedule.
The Time Intervals dialog appears. ’

If the time schedule was added to a time schedule set, the Set Name
will be displayed. See page 4-5 for information on sets.

3. Select a Schedule Number from the drop-down list.

Each time schedule is designated by a unique time schedule number.
The DNA Fusion automatically assigns the next available time schedule
number.

4. Select a Mode from the drop-down list.

e Off - Deactivates the time schedule. No access will be granted.

e On - Activates the time schedule 24/7 regardless of the days and
times specified. Access will be granted regardless of the time specified.

e Scan - (Default) This is the standard setting. The system continually checks to see which time
schedules are to be activated, and then activates them. Access will be granted per the scheduled
time interval(s).

e Scan, Always Honor Day of Week - The system continually checks to see which time schedules are to
be activated regardless of programmed holiday dates.

e OneTime Event - The time schedule is active for one target date, then will deactivate when the target
date is passed.
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5. Enter a Description for the time schedule.

Typically, this description should give the user an idea of what time ranges the schedule addresses or
the schedule’s purpose, e.g. Working Hrs 8:00 a.m.-5:00 p.m. or Front Door Unlock Schedule.

If desired, select a Template to apply to the new time schedule.
If desired, set a Activation/Deactivation date and time for the new time schedule.

Activation/Deactivation date and time are supported only on Mercury panels with firmware
1.27.x or above.

If desired, click the Situations button to configure Situation Levels for the time schedule.
If desired, select a Host based Macro for the time schedule.

10. Enter the Begin and End time(s) using military time designations (00:00-23:59).

Each time schedule contains at least one (1) time interval and can contain a maximum of twelve (12)
intervals.

If a time schedule needs to span midnight, you will need to end at 11:59 p.m. (23:59)
and begin the next day at 12:00 a.m. (00:00). This will provide seamless coverage.

11. Select which day(s) of the week to associate with each time interval.
12. Select which Holiday Types (1-8) to apply to each time interval.

Holiday Types

The Holiday Types checkboxes determine what times will be activated 12 3 4 s & 1 8
on holidays of a specified type. For example, if Holiday Types 1 and

5 are checked for an 08:00-17:00 time interval, the time schedule will

become active from 8:00 a.m. to 5:00 p.m. on holidays that have

been configured as Type 1 or Type 5 in the Holidays dialog. See page 4-7 for more information.

13. Click Save to save the new time schedule.

14. If the One Time Event mode is selected, set a Target Date and time.
After setting a One Time Event, the time schedule will activate according to the set Target Date and will
deactivate when the event ends.

15. Click Save to save the new time schedule.

Downloading Time Schedules

Time schedules must be downloaded to the controller to take effect. This can be done for all defined time
schedules or for individual schedules. Once the download is complete, the time schedule(s) can be controlled
from the host.

To download all time schedules:

1. Right-click in the Time Schedules Browser and select Download from the context menu.
The time schedules are downloaded to the controller.

To download an individual time schedule:

1. In the Time Schedules Browser, right-click on the desired Time Schedule and select Download from the
context menu.

The time schedule is downloaded to the controller.

Editing a Time Schedule
1. Right-click on the Time Schedule and select Properties.
The Time Intervals dialog opens.
Edit the time schedule.

Click OK to save the changes.
The time schedule is updated.
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Deleting a Time Schedule
1. Right-click on the Time Schedule and select Remove.
A confirmation dialog will appear.

2. Click Yes to confirm the deletion.
The time schedule is removed from the list.
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Time Schedule Sets

A time schedule set allows you to establish numerous time schedules and assign them to a specific
controller(s). The controller will then be limited to the time schedules that are in the assigned set. Keep in
mind that each controller can have a maximum of 255 time schedules.

If a time schedule set is not specified, all time schedules listed under the Default tree object will be downloaded
to the controller.
Creating a Time Schedule Set

1. Right-click in the Time Schedules Browser and select New Time Set from the context menu.
The Time Schedule and Holiday Sets Editor dialog opens.

(#) Time Schedule and Holiday Sets Editor x

Set Number:

Set Description:

2. Select a Set Number that will be used to identify the time schedule set.
The next available number populates in the field by default.
3. Enter a Description for the set.

After a time schedule set is configured, saved, and downloaded, it will appear in the

Controller Properties dialog under the Time Schedule Set drop-down list. The drop-down field

indicates which set of time schedules the controller will observe. See page 4-6 for more
. information.

4. Click OK to save the set.

Adding Time Schedules to a Set

Time schedules can be added to a set using three methods: copy an existing time schedule, drag and drop
an existing time schedule, or create a new schedule specific to the set.

Copy a Time Schedule
1. Expand the Time Schedules object to reveal the available time schedules.

2. Select the desired time schedule(s).
Press and hold the Ctrl or Shift key to select multiple time schedules.
3. Right-click on the schedule(s) and select Copy to Set. Properties..

Select the desired Set. control..
Copy To Set ¥ Dallas Office
The Time Schedule(s) appear in the specified set. © | Remere
2-{~) Default Journal L4
~I2) 001: Always

~2) 002: Business Hours Download
-I2) 003: Weekends Sat-Sun, 10am-2pm HOL NO

-2} 004: Front Door Schedule M-F, 7:30am-4:30pm, Where Used...
-I2) 005: General Personnel M-F, 6:30am-8:30pm, H

~I2) 006: Personnel 24/7 M-5un, 12am-11:38pm, HC

-{Z) 007: RRT / SWAT

- 008: Visitor/Temp Schedule M-F, Tam-3pm, HC

[=->} Dallas Office

~I2) 001: Always

~2) 002: Business Hours

-I2) 003: Weekends Sat-Sun, 10am-2pm HOL NO

5. Right-click in the Time Schedules Browser and select Download.
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Drag and Drop a Time Schedule

1.
2.
3.

5.

Expand the Time Schedules tree object to reveal the available time schedules. =% e

(=) 006: Personnel 24/7 M-Sun, 12am-11:39pm, HC
(=) 007: RRT / SWAT

H (=) 008: Visitor/Temp Schedule M-F, 7am-3pm, HC
. . A . £14%) Dallas Office

Drag and drop the desired Time Schedules to the desired Time Schedule Sef. © 001: Always

(=) 002: Business Hours

The Time Schedule(s) appear in the specified set. © 003: Weekends Sat-Sun, 0am-2pm HOL NO

(=) 001: Always
. . . . .. =) 00Z: Business Hours
Expand the Time Schedule Sets tree object to display all the individual sets. (5 003 Weskents Sat-Sun, 0amn-Zpm HOL NO
(=) 004: Front Door Schedule M-F, 7:30am-4:30pm,
Select the desired time SChedUle(S). (=) 003: General Personnel M-F, 8:30am-8:30pm, H

Press and hold the Ctrl or Shift key to select multiple time schedules.

Right-click in the Time Schedules explorer and select Download.

Create a Set-Specific Time Schedule

1.

Right-click on the desired Time Schedule Set and select New Time Schedule.
The Time Intervals dialog opens with the Set Name listed.

@ Time Intervals x

Set Name: ABC School

Number: |TS: 004 3 |Mude. |5can = |
Situations
= | RECER

Templates | None

Description:

Host Macro: |’Nune’ M Bt

Create the Time Schedule.
See page 4-1 for more information.

Adding the Time Schedule Set to a Controller
In the Hardware Browser, right-click on the desired Controller and select Properties.
The Controller Properties dialog opens.
Select the Time Schedule Set from the drop-down and click OK to save the dialog.
The Time Schedule Set is assigned to the controller.

Removing Time Schedules from a Set
In the Time Schedules Browser, right-click on the desired Time Schedule under the Time Schedule Set.
Select Remove Schedule From Set from the context menu.
A confirmation dialog will appear.

Click Yes to confirm the deletion.
The Time Schedule is removed from the set.

Deleting a Time Schedule Set
Right-click on the selected Time Schedule Set in the Time Schedules Browser.
Select Remove Time Set from the context menu.
A confirmation dialog will appear.
Click Yes to confirm the deletion.
The Time Schedule Set is removed from the list.

If the time schedule set is currently in use, an error message will appear with a list of
affected objects. The operator must reconfigure the times schedules for these objects
@ before removing the time schedule set.
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Configuring Holidays

The operator can establish up to 255 different holidays in DNA Fusion. When a day is specified as a holiday, it
is treated differently by the system than a regular day (M-Su). Holidays are defined by the date and duration
of the holiday as well as their assigned type.

Users will often create holidays if their facility runs on an entirely different schedule during these days. For
example, if a manufacturing plant is closed on Thanksgiving Day, the manager may not want the front doors
to unlock as they do during regular business hours. Therefore, he/she would establish Thanksgiving Day as
a holiday, but would not indicate any time in the Holiday column in the door unlock time schedule.

How Holidays & Time Schedules Work

Holidays and time schedules share a special relationship. At midnight, the system checks to see if the day is
designated as a holiday. If it is, the system checks the time schedules to see which schedules have holiday
time (HOL). If a time schedule has time in the Holiday column, the system verifies that the Holiday Type(s)
checked for that time schedule correspond(s) with the Holiday Type designated for the holiday itself. If it
does, that time will become active based on the time interval configured in the Holiday column of the time
schedule.

Adding a Holiday

Select the Holidays tab in the Time Schedules Browser. o :
2. Click the "+" sign to expand the holiday tree(s). 4
© Personnel Day, 08/20/14
e Gray text - The holiday date has already occurred. R i R
. . J Chi i M!n! - 2014 (12/22-12/23), 12/22/14 - 12/26/1
e Red text - The holiday date is today. e S
© July 4 2015, 07/03/15
e Black text - The holiday date is in the future. el K s A
& Christmas 2016, 12/26/16
3. Right-click inside the Holidays explorer and select Add Holiday. L

The Holidays dialog opens.

A holiday can span up to 365 days. Dates can be selected using the mouse, keyboard, or by manually
choosing the dates. Use caution when selecting Saturday and Sunday, as these days are not generally
part of a holiday schedule.

4. Configure the holiday using one of the four methods below:

@ Holidays x
e Calendar - Select the holiday date(s) from the calendar. To select | tidyselecin soset e
multiple consecutive dates, drag the mouse cursor or press and |, fwewe ot o
hold the Shift key By ow o ow o
Date R Ent dat in the Start Date and End Dat 1 IRRRE ]
e Date Range - Enter a date range in the Start Date and End Date 5w B %7 BB [y 5
fields (M/DD/YYYY) or select the drop-down icon @+ to use a ) Today: 21772020
calendar. escpton
) ) . . Type: Type 1 (Default) - ||
e Search Field - Enter the holiday name or date in the Find Date by | b s oo ony e e b 1 covsessandart o o meck
Name field and click the Search button. If the system recognizes 7 o || % cace

the holiday, the Date and Description fields will auto-populate for the
next occurrence. If the holiday is not recognized, the operator must manually select the date.

The search field also accepts shortcut keys; for a list of available holiday shortcuts, see
page 4-8. Enter the year after the shortcut to search for a holiday in a specific year.

Enter Description for the holiday.
Select the Holiday Type from the drop-down list.

The holiday types are used to link time schedules with holidays of a certain type. For instance, Type 1
holidays may designate a regular day off while Type 2 holidays are reserved for half-days.

7. If desired, check the Enable Special Mode box (Only for Mercury panels). See page 5-9 in the DNA
Fusion User Manual for more information.

8. Click OK.
9. Right-click in the Holidays explorer and select Download.
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Deleting a Holiday

1. Right-click on the Holiday and select Remove Holiday.

A confirmation dialog will appear.
2. Click Yes to confirm the deletion.
The holiday is removed from the list.

3. Right-click in the Holidays explorer and select Download.

Holiday Shortcuts

Enter one of the following shortcut combinations into the Find Date field and click the Search J;' button.

The system will auto-populate the Date and Description fields for the next occurrence.

Shortcut Holiday/Day
X Christmas Day
XE Christmas Eve
E Easter
GF Good Friday
AW Ash Wednesday
H Halloween
NY New Year’s Day
NYE New Year's Eve
J4 Independence Day (4th of July)
MD Memorial Day
LD Labor Day
VD Veterans Day
CD Columbus Day
TH Thanksgiving
PD Presidents Day

T Today

N Now

Y Yesterday
™ Tomorrow
NW Next Week
N1 Next Sunday
N2 Next Monday
N3 Next Tuesday
N4 Next Wednesday
N5 Next Thursday
N6 Next Friday
N7 Next Saturday

/ Enter the year after the shortcut to search for future dates, e.g. X 2020.

Page 4-8
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Holiday Sets

Holiday sets, similar to time schedule sets, allow you to establish numerous holidays and assign them to
specific controllers. The controller(s) will then be limited to the holidays that are in the assigned holiday set.

If a holiday set is not specified, all holidays listed under the All tree object will be downloaded to the controller.

Properties dialog under the Holiday Set drop-down list. The drop-down field indicates
which set of holidays the controller will observe. See page 8-51 in the DNA Fusion User

: After a holiday set is configured, saved, and downloaded, it will appear in the Conftroller
Manual for more information.

Adding a Holiday Set
In the Holidays explorer, right-click on an existing Holiday Set and select Add Holiday Set.
OR
Right-click on the Holiday Sets object and select New Holiday Set.
The Time Schedule and Holiday Sets Editor dialog opens. St

Set Description:

(8 Time Schedule and Holiday Sets Editor =

Select a Set Number that will serve to identify the holiday set.
8 cancel of oK

The next available number populates in the field by default.

Enter a Description for the set.
Click OK to save the set.

Adding Holidays to a Set
In the Holidays explorer, right-click on the desired Holiday Set and select Add Holiday fo This Sef.
The Holidays dialog appears.

Configure the Holiday and select OK.
The Holiday is added to the selected Holiday Set.

/ Alternatively, the operator can drag and drop an existing Holiday to the Holiday Set.

Right-click in the Holidays explorer and select Download.

Adding the Holiday Set to a Controller
In the Hardware Browser, right-click on the desired Controller and select Properties.
The Controller Properties dialog opens.
Select the Holiday Set from the drop-down and click OK to save the dialog.
The Holiday Set is assigned to the controller.

Deleting a Holiday Set
In the Holidays explorer, right-click on the desired Holiday Set and select Remove Holiday Set.
A confirmation dialog will appear.
Click Yes to delete the set.

Removing Holidays from a Set
In the Holidays explorer, expand the Holiday Set.
Right-click on the desired Holiday and select Remove Holiday.
A confirmation dialog will appear.
Click Yes to confirm the deletion.
The holiday is removed from the set.
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v Checklist

a Create the Global Access Level

O  Assign the Global Access Level to the Door(s) and/or Elevator(s)

Access levels are entry points (such as doors or elevators) that, when associated with a time schedule/floor
group and added to a card record, determine when and where the cardholder has access within the system.

Access levels can be added to individual cards or groups of cards in the system. Depending on the setting in
the Controller Properties / Stored Quantities dialog, each card can be assigned up to 6, 32, or 128 access levels
per controller. This chapter instructs the operator how to create Global Access Levels and assign them to one
or more entry points. For information on assigning access levels to a card, see page 7-1.

The Quick Start Guide instructions apply to Global Access Levels only. For information on
creating Legacy Access Levels, see Chapter 6 in the DNA Fusion User Manual.

Access Levels. The operator can add individual access levels to a Legacy Access Level

@ If using ASSA Abloy Wi-Fi or PoE locks, refer to the instructions for creating Legacy
Group,; however, legacy access levels can not be added to Global Access Level Groups.

Configuring Global Access Levels

The DNA Fusion 6.1.0.12 update provides the ability for access levels to span multiple controllers. Global
Access Level Groups allow doors from multiple controllers to be grouped together.

Prior to adding an access level, at least one entry point (door or elevator; see pages 3-11
and 3-16) and one time schedule (see page 4-1) must be created. If elevators have been
configured in the system, Floor Groups will need to be created.

Creating a Global Access Level Group

Global Access Level Groups allow the operator to group doors and elevators from multiple controllers into
a common access level. This will allow a cardholder to have access to doors on multiple controllers using a
single global access level group without the need to create controller-specific access levels.

1. With the Access Levels Browser open, right-click on Access Level Groups and select Add Global Access
Level Group from the context menu.
The Global Access Level dialog opens.

& Global Access Level ®

Merre T Activation Diate: -

fesez Level Caegory: | AccessLewel

Escot Reqursments; | Mot an Escort (defau]

Aeatnzd Addees « | Descricton Tire SchedulerFloor Grow
3 1D Bl Delies Lotby Deor Defaut
1102 Ul Dilles Empioyee Entrance “Defout
1103 8 Dllan Mach Foom (2nd Flaor) ‘Dt
T1E [#] Main Bevator sUnassigneds
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4.

Enter a Name for the global access level group.

Select the Assigned column for the desired ACMs (Doors & Elevators).
A == will appear in the Assigned column.

Snbect Addr Ceacnipion Time Schedule/Fleor Groug
W20 SanDiego Main Enrance Dotk
3 + B1202  SanDiego Emplyoa Enanca "Dalauk
B 13E5  San Disge Masin Elevator xliremmmig s
B 1300 Flonda Campis Main Enranca "Dtk
E7302  Flonds Campus - Kichen Delvery Door “Dieskankt
B13C03  Florda Campus - Dom Eniey "Dalauk
E'S | REIx) Woad mary P i oo *Dimbmut
H

1402 Sida Door "Dalauk

In the Time Schedule/Floor Group section, if desired, select a Time Schedule for each door from the
drop-down menu.

This setting applies a specific time schedule to the selected door.

If an elevator is selected, select a Floor Group for each elevator from the Time Schedule/Floor Group
drop-down menu.

The line item will appear red until a Floor Group is selected.
See page 6-9 in the DNA Fusion User Manual for information on creating floor groups.

If desired, configure the Escort Requirements or automatic Activation/Deactivation Dates. See pages
6-13 and 6-15 in the DNA Fusion User Manual for more information.

Click OK to close the Global Access Level dialog.

The Global Access Level Group appears in the Access Levels Browser.
&

Global Access Level Groups can be identified by the folder with the red access level icon. {*
Editing a Global Access Level Group

Right-click on the desired Global Access Level Group and select Properties.

The Global Access Level dialog opens.

Edit the Global Access Level Group.

To add a door or elevator: Click the Assigned column next to the desired ACM. A == will appear in the
Assigned column.

To remove a door or elevator: If the group has access levels already assigned, a «/ will appear in the
Assigned column. Click the « icon to remove the access level and a == will be displayed.

Click OK to save the changes.

Drag and Drop to Global Access Level

To drag and drop a door or elevator to an existing Global Access Level Group:

1.

In the Hardware Browser, drag and drop the desired Door or Elevator to the Global Access Level Group.
The Select Time Schedules and/or Floor Groups dialog appears.

i Select Time Schedules and/or Floor Groups. X

Select a Time Schedule and/or Floor Group from the drop-down menu(s). S St o A
Click OK. . -

The Global Access Level Group is assigned to the selected door or elevator. | i

The door or elevator appears under the Global Access Level Group object in
the Access Levels Browser.

8 cancel f oK

Removing a Global Access Level Group
Right-click on the Global Access Level Group and select Remove Group from the context menu.
A confirmation dialog will appear.
Click Yes to confirm the deletion.
The access level group will be removed from the list.
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v Checklist

O Add Cardholders and Cards
O Create Personnel Groups
O Add Cardholders to Personnel Groups

Personnel, also referred to as cardholders, are the people in the access control system who are assigned a
card or credential to gain access to secured areas in a facility. This chapter instructs the operator how to add
new cardholders, create personnel groups, and add cardholders to personnel groups.

After an access card is assigned to the individual, the operator can add access levels to the card. For more
information, see Step 7: Assign Access Levels.

Adding a Cardholder .

S1-... Tenant 1: Dallas Office “
- All Cardholders

| -0 Huey, K

08 Pettit, K

- a Wray, &

i General pe"Sl &, Add New Cardholder... |
5 vip

1. Right-click in the Personnel Browser and select Add New Cardholder.
OR

Double-click on the All Cardholders object in the Personnel Browser.

Direct Control

#R8 Find Cardholder...

Double-clicking will not work if Expand on Double Click is enabled in the Personnel Tree
@ Properties. See page 3-21 in the DNA Fusion User Manual for more information.

A new Personnel Record opens.

& Erployes il Employea Info: [Page?) |+ Cusiom Fiakts [ D Badging | MEW Card

Empbiyes

UniqueiD: A Typs MORMAL - Tenant |1: Tenant 1: Callss Offica

First

Middla:

Last

-t Wi Emplgyes

by

Location w Comgany.  =heaes v | W Bl
Drapeartmant v Addmess.

Sim =

Ttk ' Ciy:

‘Wark SiatnProe

Fira Dot & wam? i Cauiey Tip
Emplppes Flepdos

The Personnel Record consists of three primary personnel tabs and one ID Badging tab, if the workstation
is designated as a Badging Stafion in the Stafion Settings dialog.*

e Employee Info: Tab - General employee information.

e Employee Info: (Page 2) Tab - Personal employee information and custom fields.
e |D Badging Tab - Setup and printing of ID badges.
e CardTab - Card information, settings, and access levels.

* If any Custom Field option is configured in the Personnel Properties, an additional tab will be present.
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2. Populate the fields in each tab as needed. See pages 7-7 through 7-12 in the DNA Fusion User Manual.

3. To save the record, click the Update Cardholder button [dl on the Personnel Toolbar or right-click in
the Personnel Record and select Update.

It is very important to make sure that all personnel entries, whether new or simply changes
to existing data, are saved (Updated) to the database before the information will be available
@ ror retrieval. If the information is not saved, it will be lost upon exiting the program.

Removing a Cardholder

When a cardholder is deleted, their record is moved so that the cardholder’s information is still retrievable
but the cardholder is no longer visible in the Personnel Browser.

To delete a cardholder:

@ dnaFusion

1. Select the desired cardholder. \'@1 You are about to remove 1 PERSONNEL RECORD objects

' Do you want to continue?

2. Right-click on the cardholder and select Remove Cardholder.

Yes No

3. Click Yes to remove the cardholder.

Adding a Card
To add a card to a Personnel Record:

1. Right-click in the Personnel Record and select Add Card from the context menu.
OR
Right-click in an existing Card Tab and select Add New Card from the context menu.
The Card Number dialog opens.

@ Card Number X

Card Numbe

% Cancel

2. Enter the Card Number and click Set.
The new card will appear as an additional tab in the cardholder’s record.

Deleting a Card

When a card is removed from a record, the events are still retrievable but the card is no longer visible in the
Personnel Browser.

To delete a card:

1. Open the Personnel Record and select the desired Card Tab. .
2. Right-click in the record and select Remove Card from the menu. @ (oo s cam e
3. Click Yes to delete the card. No
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Personnel Groups

Personnel groups allow you to organize cardholders into logical groups and assign default access level(s)
to the group. As cardholders are added to the group, they are automatically granted access to the group’s
default access level(s).

Creating a Personnel Group
1. In the Personnel Browser, right-click on the All Cardholders object and select Add New Group.

OR
Select Personnel / Add Personnel Group from the Main Menu.

The Group Properties dialog opens.
Enter a Group Name for the group.
If desired, enter a Description.

@ Group Properties

- Group Froperties

Group Type: Parsonna

Group Mame: WIP Personnel

Description:
Click the Modify Levels button.
Defaull Access Levels
. - W] Access Levels
The Assign Access Levels dialog opens. £ 1 ve 2
[ 1.1.5L1 VIP Personnel [All Doors, Always)
N B pccess Level Groups:

@ DNAFusion - Assign Access Levels X -

Modify Card Access Levels/Groups /o

Card: 1 u

A Access Le. Description StartDate End Date
» o OGroup Emergency Personnel
) Group General Personnel-All Ok
B Group RRT [SWAT
E‘Group Temp Access-Front n Cancel
4 Group VIP 2| Modfy Lovain
- Group Weekends-Front Help
s B1iAu VIP Personnel (All Doors, Always)
B1A2 RRT / SWAT (Al Doors. Always)
B11A3 Personnel Access (All Doors. Person
B11A4 Janitorial (Employee Entrance, Week
= [11ALS VP2
Search Access Levels £ | [<AlLevels> - || <Al Controllers> zl
X coe

O To add an access level: Click the Assigned column next to the desired Access Level. A s will
appear in the Assigned column.

O To remove an access level: If the group has access levels already assigned, a  will appear in
the Assigned column. Click the « icon to remove the access level and a == will be displayed.
5. Click the OK button to add the access level(s) to the Personnel Group.

The Access Level(s) will appear in the Default Access Levels section. Continue until all the desired access
levels have been added to the Personnel Group.

6. Click OK.
The Personnel Group is added to the Personnel Browser.

Personnel Browser x |

85] Employee Name
- Al Cardholders
ﬂﬂ} General Personnel
[} VIP Personnel

group, the existing cardholders will not automatically get the new access level(s). A prompt
will appear to ask about assigning the new access to the existing group members. Click
‘ Yes to assign the new access level(s) to the group’s existing cardholders.

' If an Access Level is added to the Personnel Group after cardholders are already in the

Deleting a Personnel Group

1. With the Personnel Browser open, right-click on the Personnel Group and select Remove Personnel
Group from the menu.

® dnaFusion

A confirmation dialog appears.
Click Yes to delete the group.

The group is removed from the Personnel Browser.

o~
[ol You are about to remove 1 PERSONMEL GROUP objects
=" Do youwant to continue?

Yes Ne

Quick Start Guide
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NOTES:
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Adding Cardholders to a Personnel Group

Cardholders can be added to personnel groups in several ways:

e Drag and drop

e Add User(s) to Group

e Auto-prompt

e Find Cardholder feature
Drag and Drop
1. Open the Personnel Browser and expand the All Cardholders object.
2. Drag and drop the cardholder from the Personnel Browser to the desired Personnel Group.

A confirmation dialog will appear if a default access level is already assigned to the personnel group.

@ dnaFusion

|9w T o i | o e Fe e leeds sl ™
=" Do you want to apply these access levels to the cardholders cards?

Yes Mo

Do NOT ask me again.

3. Click Yes to apply the default access level(s) to the cardholder’s card(s) or No to add the cardholder to
the group without applying the access level(s).

Add User(s) to Group
Cardholders can also be added to a group by using the Add User(s) to Group function.

Personnel Browser X

96] Employee Name
1. Right-click on the Cardholder(s) and select Add User(s) to Group from the | = Alcardnoldes
context menu.

3 Johnson, Sophia
=-{§# General Personnel
LB a Johnson, Sophia

Select multiple cardholders using the Confrol or Shift keys.

The Select Group dialog appears. &4 VIP Personnel
--D& Huey, Karen
@ Select Group X
Group: | General Personnel hd
# cancel @Card#\iiew @Name\{iew
2. Select the Personnel Group from the drop-down list and click OK. Propertis..

Direct Control 4

A confirmation dialog appears.

| Add User(s) To Graup...
@ dnaFusion & Remove Cardholder

Ie] This personnel group has 1 or more default access levels assigned to it. Convert to Legacy Access Level Groupi(s)...

" Do you want to apply these access levels to the cardhalders cards? )
/M| Photo Properties...

Ves No Info... 3

[JDe NOT ask me again.

Journal 3

3. Click Yes to add the default access level(s) or No to add the cardholder to the @ >
group without adding the access level(s). s o

Adding a New Cardholder

If a cardholder’s record is updated or closed without adding an access level, and one or more custom
personnel groups have been configured, DNA Fusion will prompt the user to add the card to a personnel
group.

Scanner Options »

@ dnsFusion

1. Add a new cardholder and Update the record.
A confirmation dialog appears. o |

|e\ DNA has detected 1 o mare custom personnel groups. Do you want to add this cardholder to a group?

[] Do NOT ask me again.

2. Click Yes to add the card to a personnel group.

@ Select Group %

The Select Group dialog opens.

Group: | General Personnel

3. Select the Personnel Group from the drop-down menu.
Click the OK button.
5. Click Yes to add the group’s default access level(s) to the cardholder.
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Adding a New Card to a Cardholder Assigned to a Personnel Group

If a new card is added to a cardholder that already belongs to a personnel group, DNA Fusion will prompt
the user to apply the group’s default access level(s) to the new card.

1. After the new card is added, right-click in the Personnel Record and select Update.
A confirmation dialog appears.

@ dnaFusion

Iel This person belongs to a persennel group that has 1 or more default access levels assigned to it.
= Do youwant to apply these access levels to the newly added card?

Yes No

[]Do NOT ask me again.

2. Click Yes to assign the default access level(s) to the new card or No to add the card without the access
level(s).

Using the Find Cardholder Feature

Operators can search all cardholders in the system to add a specific cardholder to a personnel group by using
the Find Cardholder feature.

1. Right-click on the Personnel Group and select Add Cardholder to Group from the menu.
The Find Cardholder dialog opens.

@ Find Cardhelder X @ Find Cardholder X

First Name: First Name: Karen
Last Name: Last Name Huey

Card Number: Card Number; 5523

Resuts: [ - Resuts [Huey, Karen =]

1 matchfound

2. Enter the search criteria (First Name, Last Name, Card Number) and click the Find button.
The % sign acts as a wildcard.

3. Select the cardholder from the Results field and click Add.
A confirmation dialog appears.

@ dnaFusicn

|9] This personnel group has 1 or more default access levels assigned to it.
" Do you want to apply these access levels to the cardhalders cards?

Yes MNo

[]De NOT ask me again.

4. Click Yes to add the default access level(s) or No to add the cardholder to the group without the access
level(s).
Removing Cardholders from a Personnel Group

1. Right-click on the cardholder in the Personnel Group and select Remove Cardholder from Group from
the context menu.

A confirmation dialog appears.

@ dnaFusion

o K.
|e_l You are about to remove 1 Group Cardholder objects
=" Do you want to continue?

Yes ] No

2. Click Yes to remove the cardholder from the group.

The cardholder is removed from the group; however, the group’s default access levels are not removed
from the card.
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v Checklist

O Assign Access Levels to Cards
O  Assign Default Access Levels to Personnel Groups

Before a cardholder can access an entry point, they must be assigned a card(s) containing the appropriate
access level for that cardholder. The access level defines what entry points the cardholder has access to and
what times he/she will be granted access. Other types of access credentials, such as fobs, are referred to as
“cards” throughout the system and documentation. For information on creating access levels, see Step 5:
Create Access Levels.

This chapter covers assigning access levels to cards and personnel groups. DNA Fusion offers a variety of
paths to perform these actions.

Assigning Access Levels to Cards

To assign access levels to a card(s), use one of the following methods:

Add to an individual card from the Personnel Browser or Personnel Record
Drag and drop to an individual card

Copy active card access information

Add the cardholder to a personnel group with default access levels

Two additional options, Temporary Access Level Upgrades and Precision Access Levels, are
described in Chapter 7 of the DNA Fusion User Manual.

Individual Card

The operator can assign access levels to an individual card from the Personnel Browser or the Personnel
Record. An access level can also be dragged and dropped to a cardholder or individual card.

From the Personnel Browser
1. From the Personnel Browser, right-click on the desired Card object and select Modify Access.

The Assign Access Levels dialog opens. BZ poopetties..
@ DNAFusion - Assign Access Levels X | Modify Access |
Remowe All Access From Card
Modify Card Access Levels/Groups o)
Ir | Convert to Legacy Access Level Group(s)...
Card: 1 =J
A AccessLe Description StatDate  EndDate Ll 4
» g BGroup Emergency Personnel Re-Assign Card
B Group General Personnel-All N
B Group RRT/SWAT
B Group Temp Access-Front H Photo Properties...
B Group vIP il
B Group Weekends-Front Trace History..
/ B11au VIP Personnel (All Doors, Always)
[B1.1AL2 RRT/ SWAT (All Doors, Always)
B 11AL3 Personnel Access (All Doors, Person. Journal 3
B11A4 Janitorial (Employee Entrance. Week. B Download.
- [E11A VIP 2 -
Add Record From Scanner
Scanner Options »

@ If this option is unavailable, verify that the card record has been Updated.
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e A green check «/ in the Assigned field indicates that the access level is already assigned to the
cardholder.

e Ared minus sign sa in the Assigned field identifies that the access level has been marked for removal
from the card.

e A blue plus sign == in the Assigned field indicates that the access level will be added to the card.

Locate the Access Level(s) in the list.

If needed, enter criteria in the Search Access Levels field or filter the displayed access levels by specifying
Assigned, Unassigned or by selecting an individual controller.

= Access Levels

Click the Assigned field next to the desired Access Level(s).

A blue plus sign appears next to the Access Level(s). Lo Mo E

=+ Teacher Access Level Group (Al Sites)
Click the OK button. i e
The Access Level(s) are added to the card. b e s RN

From the Personnel Record

1.
2.

Select the desired Card Tab from the Personnel Record.
Right-click inside the Access Levels section and select Add/Remove/Modify Access from the menu.

The Assign Access Levels dialog opens. Expand Al
Collapse All
) DNAFusion - Assign Access Levels *
| Add/Remove/Madify Access |
Modify Card Access Levels/Groups "\H
Card: 5523 L,
A Access Le Description Start Date End Date Remove All Access
3 _r_‘Gvoup Emergency Personnel
D Giowp P ———— Copy Access Levels From Card..  *
B Group RRT/SWAT
B Group Temp Access-Front
« B Group VP
B Group Weekends-Front
7/ B11A0 VIP Personnel (All Doors, Always)
B11A2 RRT [ SWAT (All Doars, Always)
B11A03 Personnel Access (All Doors, Person..
B11A4 Janitorial (Employee Entrance, Week...
B11AL5 VIP 2

Fl

e A green check « in the Assigned field indicates that the access level is already assigned to the
cardholder.

e A red minus sign == in the Assigned field indicates that the access level has been marked for removal
from the card.

e Ablue plus sign = in the Assigned field indicates that the access level will be added to the card.

Locate the desired Access Level(s) in the list.

If needed, enter criteria in the Search Access Levels field or filter the displayed access levels by specifying
Assigned, Unassigned or by selecting an individual controller.

Click the Assigned field next to the desired Access Level(s).
A blue plus sign appears next to the Access Level(s).

Click OK.
The Access Level(s) are added to the card.

Download the changes to the controller.
See page 7-4 in the DNA Fusion User Manual for more information on downloading.

Drag & Drop the Access Level

1.
2.

Open the Personnel Browser and the Access Levels Browser and expand the objects.

Drag and drop the Access Level to the desired Card or Cardholder. @ dnoFusion %
If the cardholder has multiple cards, the access level will be assigned to each card. | Ascesteeladdedtol Candd
A confirmation dialog appears.
Click OK to confirm the addition. kit
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Copy Card Access

DNA Fusion provides many ways to distribute access levels, including copying another cardholder’s access
or duplicating the cardholder’s access to another card.

Copy Another Cardholder’s Access

The operator can copy one cardholder’s access level(s) to another cardholder. This will give the cardholder
the same access as the selected cardholder.

To copy another cardholder’s access, use one of the following three methods:
e With a Personnel Record open, drag the card with the desired access into the Access Levels section

of the Card Tab.
1.

4,

ok chedues  Maoan

Fetes
Wb EE 58 R @ =@

Tl evaren " putm, wam

biaruger | Minager  Mansger [

Open the Personnel Record that needs the new
access and select the Card Tab.

nnnnn

In the Personnel Browser, expand the cardholder
with the desired access to reveal the card object(s).

Drag the card with the desired access to the Access
Levels section of the card that needs the access.

The Access Levels are added to the card.

Right-click in the record and select Update. 7 o

Has Acceas

& Employeeifo. i Employes iz (Page 3§ CustomFieigs B 10 Bociging (2] Card 6046 (1 Card 31654

Te. e Siigian

Data Stamp
Creiedt HiA
Uodamd Nis
it HiA

e From the Personnel Record, right-click in the Access Levels section and choose the card with the
desired access.

1.
2.
3.

4,

Open the Personnel Record that needs the new access.
Select the Card Tab for the card that needs the access.

Right-click in the Access Levels section, select Copy Access Levels From Card, and select the

card with the desired access level(s).

& Emplyuc it Emplnpss ks Pagaz) e CuchmFiids I 1083ckgng (] Card 6046 0] Garaass.

D £ L L Has Actess Ta.. | =0 Sikmion
Coodental 203 et
Hmsmme oo e
wakd W
Event  na [r——Y
Pk Hi

Expand All

PN
Card Type.
APB Locaion 0

Collapse All
Homal
TEETT Add/Remove/Modify Access
T

17 @ e | DDayie) -
Advanced Acoens Contol

Unimisd -

Una Limk:
7 Antate Card
PN Exempl Cardl
VIF (AFE Examed
DontChange Lise Count
Dot Change AFE Locabion
Abways Dowriaad

Remove All Access

Copy Access Levels From Card... L4 G046

oo Fonce. o e

If the card number is grayed out, verify that the record has been Updated.

The access level(s) is added to the card.
Right-click in the record and select Update.

e In the Personnel Browser, drag the card with the desired access to the other card.

1.

From the Personnel Browser, expand the cardholder with the desired

Personnel Browser

access to reveal the card.

From the Personnel Browser, expand the cardholder that needs the access
to reveal the card.

Drag the card with the desired access to the card that needs the access.
A confirmation dialog appears.

@ dneFusion

\eu About to copy the Access

Levels from card 5523 to card 6046. Continue?

-4/ Employee Name
- {8 All Cardholders
2048 Huey, Karen
5523
-0 Pettit, Ken
6046
% General Personnel
i v

[#)card # view |[A]name view

e S

[1Do NOT ask me again.

Click Yes to copy the access levels to the card.
The access levels are added to the card.

Quick Start Guide
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Copy Active Card Access Information

This option automatically copies the access level information to a newly added card from the active card

already assigned to a cardholder.

Copy Active Card Information to New Card option.

This feature requires the operator to set a flag in the DNA Properties / Personnel Properties.
From the DNA Properties dialog, select the Personnel Properties option and check the

1. Right-click in the Personnel Record and select Add Card from the context menu.
OR

Right-click in an existing Card Tab and select Add New Card from the context menu.

The Card Number dialog opens.
2. Enter the Card Number and click Set.
A new Card Tab appears in the Personnel Record.
3. Right-click in the Personnel Record and select Update.
OR
Click the Update Cardholder button on the Personnel Toolbar.
The access levels are added to the new card.

Add Cardholder to Personnel Group

If a cardholder is added to a personnel group that contains one or more default access levels, DNA Fusion will
automatically prompt the operator to add the access level(s) to the cardholder’s cards. For more information,

see page 6-5.

Page 7-4
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Managing Personnel Groups and Access Levels
DNA Fusion provides a number of options to manage a personnel group’s access levels. Operators can:

1.

e Assign a default access level or access level group to a personnel group

e Add an access level or access level group to cardholders already in a personnel group

e Remove a default access level from a personnel group

e Remove an access level from the cardholders in a personnel group

Assigning a Default Access Level

When a default access level is assigned to a personnel group and a cardholder is added to the group, the
cardholder is automatically granted access to the default access level assigned to the group.

From the Personnel Browser, double-click on the desired Personnel Group.

OR

Right-click on the Personnel Group and select Properties.

The Group Properties dialog opens.

Click the Modify Levels button.
The Assign Access Levels dialog appears.

) DNAFusion - Assign Access Levels X
Modify Card Access Levels/Groups rTﬁ
Card: 1 =
A.. Access Le... Description Start Date End Date
» o OGroup Emergency Personnel
- Group General Personnel-All
B Group RRT/SWAT
B Group Temp Access-Front
B Group VIP
- Group Weekends-Front
4 [SRRFARI VIP Personnel (All Doors, Always)
Bi11A2 RRT /SWAT (All Doors, Always)
B11A3 Personnel Access (All Doors, Person
B11A4 Janitorial (Employee Entrance, Week...
= [1.1AL VIP 2
Sesrch Access Levels £ | [<Altevels> - |[<al Controllers> o)
3 e

O To add an access level: Click the Assigned column next to the desired Access Level. A == will

appear in the Assigned column.

O To remove an access level: If the group has access levels already assigned, a « will appear in

the Assigned column.

Click the «/ icon to remove the Access Level and a == will be displayed.

Click the OK button to add the Access Level(s) to the Personnel Group.
The access level(s) or access level group(s) appear in the Default Access Levels pane.

Click CK.

If an Access Level is added after cardholders are already in the Personnel Group, a dialog will appear to
confirm the addition of the new access level to the group members’ cards.

@ dnsFusion

|9] ‘You have made changes to the default Access Levels for this Persennel Group. Apply to Group Members?

Ves No

[1Do NOT ask me again.

@ dnaFusion X
1 Members Updated

[[] Do NOT tell me again.

Quick Start Guide
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Adding Access Levels to Cardholders in a Personnel Group
Operators can add access levels to existing cardholders in a personnel group using one of two methods:
e Drag and drop an Access Level to the Personnel Group
e Use the Add Access Levels to Group Members option

Neither method will permanently add the access level to the personnel group. See page 7-5 for more
information on configuring personnel groups with default access levels.

Drag and Drop

1. Open both the Personnel and Access Level Browsers and expand the objects.

2. Select an Access Level and drag and drop it to the selected Personnel Group.
A confirmation dialog appears.

@ dnaFusion @ dnaFusion x
) Access Level added to 1 Cards!
(i | Areyou sure you want to add the selected Access Level?

i Ho [JDe NOT tell me again.

3. Click Yes to confirm the access level.
A confirmation dialog will be displayed.
4. Click OK to confirm the addition.
The Access Level is added to all the cards currently assigned to the group.
Add Access Level or Access Level Group to Personnel Group Members
1. From the Personnel Browser, right-click on the desired Personnel Group.
2. Select Access Levels / Add Access Levels to Group Members. T,
The Assign Access Levels dialog opens. Efi“.b ’

If needed, enter criteria in the Search Access Levels dialog |, .. .o
or select an individual controller.

Add Cardholder to Group...

Remove Personnel Group

3. Click the Assigned field next to the desired Access Level(s).
A blue plus sign == will appear next to the Access Level(s).
4. Click Yes to add the access level(s).

) DNAFusion - Assign Access Levels *
Modify Card Access Levels/Groups v ‘] Access Levels 13 Add Access Levels to Group Members...
E Info 3
Card: i [—/ Remove All Access Levels from Group Members
Journal 3
A Access Le Description Start Date End Date Convert to Legacy Access Level Groupis...
» o OGroup Emergency Personnel Download...
B Group General Personnel-All
— Add Record From Scanner
B Group RRT/SWAT
_':‘Group Temp Access-Front Scanner Options 4
J  BGroup vIP
B Group Weekends-Front
s B11an VIP Personnel (All Doors, Always)
B1.1A2 RRT /SWAT (All Doars, Always)
B11A Personnel Access (All Doors, Person..
B11AL4 Janitorial (Employee Entrance, Week.
wm 1AL VIP2
Search Access Levels £ [nteves> - |[<Alcontrollrs> -
X e

The Access Level(s) are added to the cards of the cardholders currently in the Personnel Group.

Page 7-6
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Removing Access Levels from a Personnel Group

Operators can remove access levels from a personnel group using one of two methods:

e Remove a default access level from a personnel group

e Use the Remove All Access from Group Members option

Removing a Default Access Level from a Personnel Group

1. From the Personnel Browser, right-click on the Personnel Group and select Properties.

The Group Properties dialog opens.

@ Group Properties

- Group Properties

2. Click the Modify Levels button.

Group Type:

Fareonne
Group Name: WIP Perzonnel

Description:

Defaull Access Levels

| sccess Levels
B iirasviez

Bl 1.1.801 vie Pereonnel (4] Doors, Alwaye)

B nccess Level Groups

The Assign Access Levels dialog appears.

Card: 1

e Access Le...
b e HGroup
- Group
B Group
B Group
7 B Group
- Group
« B11AU

B1.1A2

B114A3

B11A4
- E)11ALS

Search Access Levels

@ DNAFusion - Assign Access Levels

Modify Card Access Levels/Groups

Description

Emergency Personnel

General Personnel-All

RRT/SWAT

Temp Access-Front

VIP

Weekends-Front

VIP Personnel (All Doors, Always)
RRT /SWAT (All Doors, Always)
Personnel Access (All Doors, Person

Janitorial (Employee Entrance, Week...

VIP 2

Start Date

X

f‘l‘ﬁ

F

End Date

£ | [<Alltevels> - |[<al Controllers>

O To remove an access level: If the group already has access levels assigned, a «/

the Assigned column.

Click the «

icon to remove the access level and a

will appear in

== will be displayed.

3. Click the OK button to remove the access level(s) from the Personnel Group.

The access level(s) are removed from the Default Access Levels panel.

4. Click OK.

If an Access Level is removed after cardholders are already in the Personnel Group, a dialog will appear
to confirm the removal of the access level from the group members’ cards.

@ dnsFusion

[1De NOT ask me again.

Ves No

|9] ‘You have made changes to the default Access Levels for this Persennel Group. Apply to Group Members?

@ dnaFusion
1 Members Updated

[[1Do NOT tell me again.

x
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Remove All Access Levels from the Personnel Group Members
From the Personnel Browser, right-click on the desired Personnel Group.

1.
Select Access Levels / Remove All Access Levels from Group Members.

2.

A confirmation dialog appears.

& dnaFusion

Do you wish to continue?

Yes

‘.@ You are about to remaove all Access Level objects from members of this group

No

Click Yes.

All access levels assigned to the group members’ cards are removed.

Page 7-8
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v Checklist

O Generate the Report
O  Print or Export the Report

The Reports feature in DNA Fusion is a user-friendly tool used to generate a detailed account of information
gathered by the program. Reports are highly customizable and allow the operator to tailor data for a specific
purpose. This section provides instructions for generating default reports and includes a list of Hardware
Settings reports that may be useful when bringing the system online. However, it is an optional step.

Generating a Report

DNA Fusion offers a large selection of default reports, which are available from the Reports tab of the Main
Menu. For descriptions of each report, see pages 17-1 and 17-3 in the DNA Fusion User Manual.

@ Custom reports can be created if the operator wishes to save a frequently used report
configuration. For more information, see page 17-7 in the DNA Fusion User Manual.

Select Reports from the Main Menu.
2. Select the desired report from one of the menu categories.

For example, to open a Doors report, select Reports / Hardware Settings / Doors from the Main Menu.
The DNAFusion Report Parameter Configuration dialog appears.

@ dnaFusion Report Parameter Configuration *

dEr Sites  Card Numbers Personnel Date/Time Range

Operator: Admin

Owner:

Custom
Description

¢ Cancel of oK

labeled Tenants will appear in the Report Parameter Configuration dialog. The operator
can only filter the report by tenants assigned to their operator profile. See page 4-14 in

@ If Enable Tenants (Segregation) is checked in the DNA Properties dialog, an additional tab
the DNA Fusion User Manual for more information.

3. Complete the Report Header information:

e Operator - The operator who is currently logged in. (Auto-populated)
e Owner - The person who requested the report.
e Custom Description - A general description of the report.

This information will appear on the report banner on the first page.

Quick Start Guide Open Options Confidential Page 8-1
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4. Use the tabs to configure the remaining Parameters for the selected report.
Each tab will display a separate dialog with a list of items.

For tabs with multiple attributes, the list can be sorted by the different columns by clicking on the
column header. An asterisk (*) designates the active sort field.

5. Click OK.
The selected report will generate in the data window.

Once a report is open, the Reports options in the Main Menu change to allow the user to reconfigure the
report. To edit the parameters of an open report, select Reports / Parameters from the Main Menu.

Clevents 2l oooesnpt = | -
S T a4 b ow 751 G g [ ] [
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Dotk e magn: Qs Oeip
RN inone}

: 1.p2
Banme Daita= Emplayee Entra
Dasrcoamer 11,02
R none}
REn s mone}
Serinm 14104

Adarua 1.1.03

If desired, the operator can print or export the report. See pages 17-9 and 17-10 in the
DNA Fusion User Manual for more information.
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Hardware Settings Reports

The following Hardware Settings reports are available in DNA Fusion by default:

Sites - Displays site and station information as well as the number of controllers and subcontrollers
attached to each site. Also reports whether the station is a Badging Station.

Channels - Shows all channel information for the site(s), including the Channel Description and Type.

Controllers (SSP) - Provides information for the selected controller(s), such as the Confroller Type,
Connection Type, and IP Address.

Controllers DST Settings - Displays the Daylight Savings Time settings for the selected controller(s).
Sub-Controller (SIO) - Reports the subcontroller’'s model, address, and channel.

Monitor Points - Displays the monitor point’s properties, including circuit type and log specification.
Control Points - Shows the control point’s properties as well as momentary time and normal state.
Readers - Reports the reader properties, including mode, type, and card format information.
Elevators - Displays the elevator information, including maximum floors and associated hardware.
Cameras - Provides information on the cameras programmed into the system.

Monitor Point Groups (MPG) - Displays the address and description for all MPGs in the system.
Card Formats - Shows which card formats are stored in the selected controller(s).

Doors - Displays the door information, including associated hardware.

Door Contacts - Displays the door contact information for all doors in the system.

Request to Exit - Provides the REX information for all doors in the system.

Door Strikes - Shows the lock information for all doors in the system.

APB Doors - Reports information for all doors and access areas using Anti-Pass Back in the system.
ASSA and Allegion Doors - Displays information for all ASSA and Allegion doors in the system.

Operator SSP Assignments - Reports the Site, the Controller, and which operators are assigned to
those SSPs.

Bosch Panel Reports - Provides a list of Bosch reports including panels, areas, points, and outputs.
Engage Reports - Provides a menu of Engage reports covering Sites, Gateways, and Doors.
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